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Known-plaintext attack is considered for decrypting the image generated by iterative random phase
encoding in fractional Fourier transform domains. The double random phase encoding in Fourier
domains is introduced to design the known-plaintext attack procedure. The decryption test is
explored without both fractional order and these random phase masks. Some numerical simulations
are made to demonstrate the validity of the known-plaintext attack.
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1. Introduction

Optical image encryption (or hiding) technology has been considered for protecting
2-D information in transmission after the double random phase encoding (DRPE) [1]
in Fourier domains was reported. The DRPE has been expanded into other transfor-
mation domains [2, 3] and employed for encrypting one or more original images [4, 5].
The interference method has been introduced into the research on the image encryption
algorithms [6, 7]. Some encryption schemes have been reported by use of Hartley trans-
form, random transforms and commutation rules [8—13]. The pixel scrambling opera-
tion has been considered for constructing the encryption algorithms [14—18] as well.
Multiple-encryption is a new information hiding format. Two kinds of multiple-image
encryption methods have been proposed by using wavelength multiplexing [19] and
position multiplexing [20]. As a kind of special case of multiple-encryption, several
double-image encryption algorithms have been represented by combining amplitude
encoding and phase encoding [21-26]. Moreover, color image encryption algorithm
can be used for hiding three original gray-level images [27—-32] as a potential method.

In recent years, the security of image encryption algorithm has become a concern
for various potential attacks. The key-space of DRPE technique has been evaluated
and analyzed in [33]. The collision phenomenon in DRPE has been presented and eval-
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uated for the validity of key in the applications of watermarking and authentication [34].
Several attacks on DRPE [35, 36], such as known-plaintext attack (KPA) and brute force
attacks, have been researched.

The KPA on DRPE in fractional Fourier domains has been reported in [37], in
which the decryption can be achieved by an incorrect fractional order. Moreover, the
two kinds of KPA [35, 36] are formed by referring the encryption process. In this ar-
ticle, the KPA on iterative random phase encoding in fractional Fourier transform
(FrFT) domains is researched. The model of the KPA is designed by the DRPE in
Fourier domains without the fractional order and the random phase masks are used in
iterative random phase encoding. The Gerchberg—Saxton phase retrieval algorithm [38]
is employed for retrieving unknown phase masks in the KPA. Some numerical simu-
lations are conducted to demonstrate the performance of the attack.

The rest of this paper is organized in the following sequence. In Section 2, the
scheme of KPA on iterative random phase encoding is introduced in detail. In Section 3,
numerical simulation is achieved to test the validity of the attack scheme. Concluding
remarks are summarized in the final section.

2. Known-plaintext attack scheme

Before the KPA is represented, we recall the iterative random phase encoding in FrFT
domains briefly.

Figure 1 gives the flowchart of the iterative random phase encoding in fractional
Fourier domains, which was reported in [39]. The encryption process can be expressed as

C, = Lexp(iR,) (1a)

Ly, = F*CH (1b)

where k=0, 1, ..., N1, and the real function /, and complex function / represent the
original image and final encrypted data, respectively. Multiple random phase masks
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Fig. 1. The flowchart of iterative random phase encoding algorithm.
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Fig. 2. DRPE in Fourier domain (a), and iterative Gerchberg—Saxton phase retrieval algorithm (b).
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(R, Ry, ..., Ry _ ) and fractional orders (a4, a,, ..., oy _ ;) are applied for enhancing the
security of the encryption scheme. When total iteration number N is taken as 2, this
encryption scheme reduces to the DRPE in FrFT domains [3].

The KPA will be constructed from a DRPE in Fourier domain. The original image /,
is again encrypted according to the flowchart shown in Fig. 2a. The functions ¢, and
@, are random phases. The symbol E denotes the obtained secret data. In this paper,
we suppose that the two encrypted images are the same, namely £ = I,. The two ran-
dom phase functions will be obtained by using the Gerchberg—Saxton phase retrieval
algorithm with the secret data I, which is published or known before decrypting secret.
The modulo of the complex function | £, | can be calculated as

E,| = |Ej| = |¥ 1E]] = | 11,]] @)

From the definition of the KPA [35, 37], the original image /, and the image /,, are
known during searching the key used in image encryption. By using the two amplitude
functions / and |E, |, the phase retrieval algorithm displayed in Fig. 2b can solve the
random phase function ¢, ,, which is the recovered value of the phase ¢;. Here the
function gog, » is random and is regarded as the initial value of the phase ¢, ,. After the
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phase ¢, , is obtained by iterative calculation, the recovered value of the second ran-
dom phase ¢, , can be expressed as

F [IoeXp(i(DL ]
Yy, = arg

)

-1
T 1yl
where the function “arg” is to compute the angle of a complex number. The secret im-
age will be decrypted by use of the phase ¢, ,, which is represented as

I, = “FI{TI [ lexp(ip,, )H (4)

where the output /;, , is the recovered image by using KPA.

The fractional order in iterative algorithm [39] is an additional parameter for en-
hancing the security of information hiding technology. When the value of the order is
changed, the algorithm will generate a different output pattern. In Fig. 3, a virtual re-
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Fig. 3. The virtual relation between DRPE in Fourier domain and iterative phase encoding in FrFT.
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lation between DRPE and iterative phase encoding is designed for obtaining an ex-
pected matched condition £ = I,,. Therefore the KPA on DRPE in Fourier transform
domains can be applied to decrypt iterative random phase encoding algorithm under
the assumption in Fig. 3. The corresponding experimental result will be given in next
section.

3. Numerical simulation

To test the effectiveness of the KPA on iterative random phase encoding, three groups
of different encryption process are considered in this paper. The corresponding param-
eters employed in numerical simulation are written as follows:

g1 N:2, 061:0!220.7 (5)
g N=6, aj=0ay,=...=05=0.8 (6)
g N=10, a,=0.2+0.7sin(kn/20), k=1,2,..,10 @)

In every unit of the iterative random phase encoding, the phase function R, is fixed
at different value. A gray-level image having 256 x 256 pixels is regarded as original
secret image in the iterative random phase encoding and is shown in Fig. 4a. By using
iterative random phase encoding procedure with the parameters defined in Egs. (5)—(7),
three encrypted images are computed and illustrated in Figs. 4b—4d, respectively.
There they are random patterns and will be decrypted by KPA described in Section 2.
The relative mean square error (RMSE) function is employed for weighting the dif-
ference of two images and are defined as

2
> [ my = 1om, )|
RMSE = rmse(/, 1,) = 10log - (8)

2
ZVm, nls(m’ I’l)

where [ and /, are the standard image and compared image, respectively. The RMSE
value will be utilized for determining the quality of decrypted images.
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Fig. 4. An original image (a) and three encrypted images (b—d) calculated with Eqs. (5)—(7).
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Fig. 5. Convergence of the phase retrieval algorithm (a) and the decrypted images (b—d) generated from

the encrypted images in Figs. 4b—4d. The values of NMSE are equal to 8.10 x 107 (b), 7.90 x 107 (¢)
and 8.00 x 107 (d).

The decrypted results of the KPA are calculated and shown in Fig. 5. The conver-
gence of the Gerchberg—Saxton phase retrieval algorithm is shown in Fig. 5a, where
RMSE represents the error of the original image and recovered image quantitatively.
After iterations the quality of retrieved image is almost stable. The three RMSE curves
from the three tests have a similar trend. The decrypted images drawn in Figs. 5b—5d
are obtained by the retrieved phase ¢, , to attack the encrypted images. The main out-
line of the original image can be recognized from these images. However the detail of
secret image is polluted by random noise. The attack has no ideal output, which is close
to original image, by using the Gerchberg—Saxton algorithm directly. The result has
shown that the iterative random phase encoding is vulnerable under the decryption of
KPA as well. Here an effective approximate phase encoding model of DRPE can be
evaluated from the KPA.

For the group g,, we change the value of orderas a| = a5, = ... = a; = 0.6 and
al = ay = .. = a¢ = 0.7. Here different values of order o, are employed for test-
ing the virtual relation in Fig. 3. The iterative phase retrieval calculation is performed
500 times. The retrieved phases and decrypted images are displayed in Fig. 6. From
Figs. 5 and 6, different values of fractional orders o, can be recovered by using KPA
in Fourier transform domain. The obtained phases have obvious difference and are
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Fig. 6. The decryption result: retrieved phase ¢, (a, b), recovered image with NMSE = 7.83 x 107* (c¢),
and with NMSE = 7.73 x 10~ (d). Here (a, ¢) are obtained, where all orders are 0.6 in iterative encoding
and (b, d) are from the condition that all orders are 0.7.
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Fig. 7. The phase difference of two phase distributions in Figs. 5a and Sb.

shown in Fig. 7. The key phase ¢, will depend on the values of orders ;. The quality
of retrieved images in Figs. Sb—5d and 6¢—6d have main information of original secret
image.

4. Conclusion

To summarize, the paper has researched a KPA on iterative random phase encoding
in fractional Fourier domains. The attacked object is the secret image obtained from
iterative random phase encoding. A precondition designing the KPA is that two dif-
ferent encryption systems (DRPE and iterative random phase encoding) are equivalent
to generate the same encrypted image. Thereby the KPA can be made from a DRPE in
Fourier domains. The Gerchberg—Saxton phase retrieval algorithm is introduced for
retrieving the two random phase functions in the DRPE. Some numerical simulations
have demonstrated that this KPA can decrypt the images formed by iterative random
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phase encoding. Furthermore the KPA defined in this paper can be considered for de-
crypting other optical encryption systems.
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