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A continuous variable-quantum key distribution system prototype that uses weak coherent states
with a diffused phase, commercial off-the-shelf devices, complete free space 90-degrees hybrid
and simplified quantum protocol is proposed in this paper. In general, the quantum transmitter-re-
ceiver shows an experimental average quantum bit error rate of 30% using auto-homodyne detec-
tion with 0.25 photons per pulse in locking phase mode. The emulated final secret key rate
measurements were 20 and 40 Kbps for minimum (30 Mbps) and maximum (90 Mbps) throughput,
respectively, in a real traffic network using databases for the quantum keys generated by two true
random number generators.
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1. Introduction

Currently, the telecommunication systems require an extremely high security level due
to the sensitivity of the information transmitted. The best option until the moment is
the quantum key distribution (QKD) system using already the continuous (CV) or dis-
crete (DV) variables; each one with their respective advantages and trade-offs [1-3].
In particular, the protocol used to transmit the quantum raw key (RK) through the private
channel (quantum channel) and obtain the final quantum key is extremely important,
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since this determines the complexity (and trade-offs) of the hardware and software that
will be used. For example, the BB84 and cascade protocols are the most common, basic
and easiest protocols; however these require a high speed processing in order to coun-
teract the high processing time needed for the distillation algorithms (based on the iter-
ative procedures) developed in the classical channel [4—6]. In addition, in order to embed
the QKD systems in the modern high-speed networks, QKD systems have increased the
transmission rate of the final quantum key using either central processing unit (CPU),
graphics processing unit (GPU) or field-programmable gate array (FPGA) [7, 8]. Thus,
current commercial systems work a few kilobits per second (Kbps), although there are
proposals that reach megabits per seconds (Mbps) [9, 10]. Particularly, the final secret
key rate (FSecKR) is not a limiting factor if block cryptographic techniques and data-
base for quantum keys are used [11, 12]. Moreover, actually the commercial off-the-
shelf (COTS) devices have reached a tremendous acceptance in different areas of sci-
ence and technology (especially in the QKD context), therefore many research and
technological projects use such devices in order to make the ideas and applications
more accessible and comprehensible [13, 14]. Therefore, it is important to consider the
option of simplifying the QKD protocol and the complete system (as a countermeasure
to the disadvantages of the COTS devices) without decreasing the security level, as
well as maintaining proper cost-benefit concept. In this paper, a CV-QKD system based
on weak coherent states with a diffused phase and simplified distillation protocol using
a COTS device is presented.

2. Experimental set-up
2.1. Quantum set-up experiment

Figure 1 shows the general block diagram of the overall experimental set-up. A true
random number generator (TRNG) based on the auto-homodyne detection of both
quadrature components of a vacuum state was used in order to generate two random
binary sequences (we reported it previously in [15]). These sequences can be stored
in a database-random number (DB-RN) (i.e., reserved memory in the COTS device)
to be used in the quantum reconciliation and distillation protocols. Alternatively, both
sequences can be used in real time by the digital processor. The random sequences
(RSA1 and RSA?2) are generated by the TRNG of Alice and the RSB1 by the TRNG
of Bob. In particular, the quantum scheme of Alice (Fig. 1a) uses attenuators (ATT) for
generating weak coherent states (WCS) with the diffused phase at 1550.1 nm reaching
up to —130 dB of attenuation. In other words, the receiver optical power corresponds to
0.5 to 0.25 photons per pulse (22.5 x 107'% and 11.25 x 107'°> W, respectively) consid-
ering a raw key rate (RKR) of 350 Kbps and a local oscillator power at 5 mW. The optical
power of the RK was monitored using a photodetector (PD) in order to ensure the photons
number per pulse and statistical information of the quantum state. Next, the interaction
between the quantum transmitter-receiver and the COTS device was emulated. Thus,
the Alice’s digital device uses the RSAT1 as the driver signal for the phase modulator (PM)
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Fig. 1. General block diagram of overall system: Alice (a) and Bob (b). PC — polarization controller,
BS — beam splitter, PBS — polarizing beam splitter, M — mirror, BHD — balanced homodyne detector.

in the quantum transmitter (using a binary phase shift keying modulation scheme) and
it stores the RSA2 in order to perform the reconciliation protocol. Therefore, the RSA1
generates the RK sent through the private channel (free space channel) and it is photo-
detected by the Bob’s quantum scheme (Fig. 1b). Such scheme uses a 90 deg optical hy-
brid completely implemented in free space and based on the states of polarization (SOPs)
of the RK (linear SOP generated by a half-wave plate, A/2) and the LO (circular SOP
generated by a quarter-wave plate, 4/4) in Bob in order to detect the quadrature com-
ponents of the RK in a simultaneous way using an optoelectronic Costas loop for the syn-
chronization phase between the LO and the carrier signal of the RK [16].

2.2. Classical set-up experiment

The performance of the complete system was measured using a Raspberry Pi (single
-board computer that uses a system-on-chip (SoC) at 400 MHz standard clock speed)
as a COTS device within a local area network (LAN) at 100 Mbps in a client-server
environment (Bob and Alice, respectively). The RK photodetected (i.e., RK in electric
and binary format) is stored by Bob s digital device in order to perform the reconcil-
iation process based on the BB84 protocol using RSA2 and RSBI1. Similarly, Bob has
the option of using a DB-RN to store the RSB1 too, in real time. Once that the sifted
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key (SK) was determined, the quantum bit error rate (QBER) is measured according
to the coherent detection scheme used in order to detect the existence of a spy (Eve)
system. If a spy is detected, the communication process is aborted immediately, other-
wise, the distillation process will be performed. Next, Alice and Bob systems detect
and eliminate the errors in the SKs in order to reduce the processing time of the COTS
devices; the last leads to the reduction in the length of the final key within the digital
processing but increases the sifted key rate (SKR), which is regarded as a simplification
of the protocol. In addition, the detection and elimination of errors (without correction)
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Fig. 2. Measurements of RKL, SKL and FSecKL (a). Detailed measurements of SKL (b) and FSecKL (c).
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do not affect the security level of the complete system because this security level is
based on the RK true randomly.

3. Experimental results and analysis

Figure 2a shows the raw key length (RKL) measurements transmitted by Alice with
a final result of 350 Kb (kilobits). Therefore and considering the BB84 protocol, the
sifted key length (SKL) was ~175 Kb as shown in Fig. 2b. Also, Fig. 2¢ shows the final
secret key length (FSecKL) with final value ~122 Kb. The RKL, SKL and FSecKL
measurements allow to calculate the SKR and the FSecKR considering the processing
time of the COTS device used.

Figure 3a shows the performance of the SKR using/not using the DB-RN. In par-
ticular, when the system uses the DB-RN on both sides (i.e., Alice and Bob stored the
RSAT1 and RSBI1 previously), the SKR is ~61 Kbps; instead, the SKR is ~29 Kbps
when the random sequences are used in real time. Thus, when the random sequences
are not stored in the respective DB-RN, the COTS device requires more processing
time to read the input port, processing, temporarily storing and sending the random
sequence to the PM’s driver. In addition, the digital processing time of the digital
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Fig. 3. Results of SKR with/without using a DB-RN (a). Results of the QBER of the SK (b).
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subsystem of the TRNG is considered in the overall delay. Therefore, the using of the
DB-RN adds ~32 Kbps to the final SKR, equivalent to reduce ~52.45% of the process-
ing time.

Next, the QBER is measured each 10 minutes using the sifted key (SK) in a total
analysis time of 400 minutes as shows the Fig. 3b. In particular, the QBER ~30% in
both cases (using and not using the DB-RN); making sure that the security level is not
affected by the processes corresponding to the use of the DB-RN. The QBER measure-
ments are conducted according to the mathematical model of the reception scheme
used, described as QBER = O.Serfcm ), where # is the efficiency that involves the
channel and overall system efficiencies (7 = 0.7) and u = [0.25, 5] is the average pho-
tons per pulse considering a Poisson distribution. Figure 4a shows the QBER theoret-
ical results and the upper and lower limits in terms of the QBER for two different cases,
N, =0.25 and N, = 0.5. Such limits were established in a strict way based on the QBER
performance showed in Fig. 3b. Therefore, the security threshold is £16.5% (i.e., any
variation of the QBER greater than the security threshold will be considered as gen-
erated by a spy in the private channel). Using the threshold mentioned, the specific values
allowed that the QBER = [25%, 35%] and [10%, 20%] for N, = 0.25 and N, = 0.5, re-
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Fig. 4. Security threshold for different photons number (a). Experimental results of the FSecKR (b).
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Fig. 5. Final secret key rate measurements for different throughputs.

spectively. Finally, Fig. 4b shows the experimental FSecKR using/not using the DB-RN.
In particular, the FSecKR/DB-RNis ~39.5 Kbps and the FSecKR/DB-RN (without using
the DB-RN) is ~19.5 Kbps.

Lastly, the performance of the FSecKR/DB-RN and FSecKR parameters for different
throughputs (i.e., considering the real variation of the network traffic) is shown in Fig. 5.
The figure shows that the FSecKR/DB-RN is ~40 Kbps with the higher throughput
(~90 Mbps) in the network in specific interval time; however, the FSecKR/DB-RN is
reduced to ~36 Kbps for the lower throughput measured (~30 Mbps). Besides, the
FSecKR is ~20 and ~18 Kbps for the higher and lower throughput, respectively.
Basically, the variation of the FSecKR is due to the processing time required for the
digital processor in order to perform the complete protocol and in addition, it is due
to the throughput in the real networks in order to perform the quantum protocol used.
Therefore, the relationship between the FSecKR and the throughput of the classical
channel is extremely important for the complete performance of the QKD system.

4. Conclusions

A CV-QKD system based on a simplified quantum protocol and COTS devices in a real
traffic network was successfully emulated in this work. Although the FSecKR/DB-RN
performance (from about 36 to 40 Kbps) was calculated considering a real LAN with
variable throughput (from about 30 to 90 Mbps), the measurements are highly adapt-
able for the wide area networks (WAN). Since the optical power received is related to
different losses associated with both long distance channels (the atmospheric channel
and optical fiber), the results may be easily adapted to other kind of classical commu-
nication links (radio frequency, copper cables, among others). The results show the
advantage of using an external TRNG and a DB-RN in order to increase the FSecKR,
although avoiding the use of a DB-RN permits measurements (FSecKR) from about
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18 to 20 Kbps. These results are still adequate considering the general trade-off between
the security level and the FSecKR. In general, the proposed system showed a better
FSecKR performance than the available commercial systems when a fixed attenuation
was considered (i.e., free space link with fixed distance). Nevertheless, the commercial
systems have shown results considering variable distances [17—19]. Therefore, an anal-
ysis of the FSecKR/DB-RN for different attenuations has to be made in future work,
although the 0.25 photons per pulse achieved in our system may represent a long-dis-
tance link (considering that the atmospheric turbulence and other perturbations may
affect the signal in a free space channel). The performance of the proposed system was
achieved without the use of advanced and expensive digital processing devices and
based just on a simplified quantum protocol. Clearly, the use of a not simplified quan-
tum protocol (as in the commercial systems which make use of advanced digital de-
vices) implemented in COTS devices, imposes an important restriction. In particular,
the QBER was measured each 10 minutes based on the RK truly random; therefore
the final secret key must be updated at the same time. However, the update time value
of the final quantum key can be decreased up to update time values of commercial sys-
tems in a practical way. Finally, as mentioned earlier, although the use of the DB-RN
does not affect the QBER, a side channel attack analysis should be made in order to
ensure the security level [20].
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