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The encryption of image data is artful as compare to others due to some special characteristics such
as entropy, contrast, the correlation between the pixels, intensity, and homogeneity. During en-
cryption process, it is conventionally not easy to manage these characteristics with non-chaotic
cryptosystems. Therefore for the sake of strong encryption algorithms, in last decades many cryp-
tographers have presented invulnerable schemes for image encryption based on the chaotic maps.
This manuscript aims to propose a strong encryption scheme based on a symmetric group of per-
mutation advanced encryption standard (AES) substitution boxes and modified Chebyshev map.
Principally, the secret key depends upon the parameters of Chebyshev map to create confusion in
the main image and is encrypted by the scheme made from the Sg AES S-boxes and chaotic map.
By this procedure, one can obtain an encrypted image that is entirely twisted. The results of analyses
showed that the presented image encryption is strong and invulnerable.

Keywords: image encryption, chaos, noise-resistant, statistical analysis, key sensitivity.

1. Introduction

Nowadays, secret data is conveyed through insecure channels, such as the Internet. For
the security of the data, various kinds of cryptosystems have proposed, especially for
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images [1-7]. Moreover, numerous features should be focused in the images crypto-
systems, specifically: the primary feature is the complexity of the presented algorithm,
and the secondary feature, it is critical to do not carry out uncertainty analyses on cryp-
tosystems such as entropy, contrast, the correlation between the pixels, intensity, and
homogeneity.

Last decade is considered as a remarkable era for secure communication and image
processing. In wireless communication, protection of digital data such as text, sound,
image, and video has got more importance because multimedia kind of stuff has taken
hold on many important fields like electronic commerce, banking industry, law en-
forcement agencies requirements and personal data. The performance of old crypto-
systems for image is poor in encryption of bulk-sized data [8—16]. To tackle this problem,
new schemes based on chaos for image encryption have been developed [17-20].
AMIGO et al. [10], and JakimMoskT and KocAREV [13] have shown a link between secure
communication and chaos theory. They said some basic requirements of secure com-
munication such as randomness, robustness, and sensitivity to initial conditions could
be achieved by chaotic maps. OTT [14], and ALVAREZ and Li [15] have observed that
values obtained by chaotic maps can be regained based on initial conditions but ex-
tremely erratic, and this kind of behavior is valuable for cryptosystems. Based on these
properties, some cryptographers have proposed novel cryptosystems [16, 21]. Pseu-
dorandom number generator based on chaotic maps is one of the emerging fields now-
adays and can be utilized in different cryptosystems to get more security [22, 23].

Moreover, the combination of symmetric group of permutation and Chebyshev
chaotic map is used to propose an image encryption [24]. In that work, the private keys
are the initial conditions and parameters of chaotic Chebyshev map. Using this method,
the ciphertext is completely different and random with respect to the plaintext. The de-
cryption algorithm is just the inverse of the encryption algorithm. The converted image
can be deciphered well when the handler gets the exact keys. Finally, the outcomes of
numerous investigates illustrates that the scheme of image encryption is successful,
and some safety analyses are offered to display it’s high security for image encryption
and transmission.

The manuscript is planned as follows. Section 2 presents the preliminaries of the
proposed image encryption algorithm, Section 3 describes the proposed encryption al-
gorithm in detail, Section 4 presents the simulation results and security analysis, and,
finally, Section 5 concludes the paper.

2. Preliminaries

In this section, we will present the basic of chaotic map and its significance in secure
communication. The Sg S-boxes and motivation of the proposed work are given later.

2.1. Modified chaotic map and its randomness

It is a well known that Chebyshev polynomial can produce chaotic behavior for par-
ticular initial conditions [16]. The Chebyshev polynomials are as follows:
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C(d): [-1, 1] > [1, 1] (1
C,(d) = cos(ycos™'d) )

where y is the degree of polynomial C,(d).
The above polynomials fulfill the following conditions:

Co(d)=1 (3)
Cid)=d (4)
C,(d)=2dC,_(d)~C,_5(d), y=>2 (5)
G, (C, (@)=C, (C,@)N=C, (). »,y,=0,1,2,.. (6)

The modified map is as follows:
y(i + i) =mod(floor( y(i) - 1000 - n), 256) + 1 (7)

where, n is the number of S-boxes involved in the experiment. To test the randomness
of the modified map, we are going to use renown built in “runs test” function of Matlab,
[4, p, stats] = runstest(x). The results of modified Chebyshev chaotic map are very good
such as #=0, P=0.2436, number of runs is 384, values above mean of x =397, values
below mean of x =403 and test statistic is —1.1659. It means modified Chebyshev map
is random.

2.2. S3 AES S-boxes

In [24], HUssAIN ef al. presented a scheme for the construction of Sg AES S-boxes.
The authors used the definition of group action which is as follows. If M is a group
and S is a set, then a (left) group action ¢ of M on S is a function

p:MxS—S8:(m,s)— p@m,s) (8)

where, s -e=sands - (m - h)=(s-m) - hforall g, h, e e G and for all s in S. For
the construction of Sg AES S-boxes, HUSSAIN et al. [24], replaced M with Sg symmetric
group of permutation and S with GF(2%) Galois field of order 256 to construct 40320
S-boxes with same properties as AES S-box. The mathematical expression of Sg AES
S-boxes is as follows:

¢ : S x GF(2%) — GF(2%) : (e, f) — 9(a, f) ©)

where a - egppsy=aand a - (f - f) =(a /) " f forall f}, f, € GF(2%) and for all
a in Sg.
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2.3. Motivation

We have three inspirations in the wake of a presented algorithm such as:

1. To assemble a new and well-organized S-P network from various S-boxes and
the applications of chaos. The S-boxes will create fruitful results to reduce the corre-
lation among the pixels of the encrypted image in few rounds be based on the number
of S-boxes utilized in the scheme. Figure 1 presents an example of an image with six-
teen pixels in the form of a row vector and the correlation among the pixels of part A
is ideally high that is one due to the same (white) color of every pixel. In part B, it can
be seen that correlation is still one because one S-box will not reduce the correlation
among the pixels because the color of every pixel is black. When we will use multiple
different S-boxes the probability that two pixels will have same correlation will be very
low as can be seen in part C. With the help of multiple S-box transformations method,
we can get the desired confusion in fewer rounds as compare to single transformation.

C /D
N\
Y Y 4 Y 4 Y

Effect of multiple Sg S-boxes

0000000000080 000

Effect of one S-box
on correlation

B

Fig. 1. Effect of multiple S-boxes transformations on an image with correlation 1. Sixteen pixels plaintext
image in row vector with correlation 1, i.e. all the pixels have same color (A). Transformed row vector
image corresponding to single S-box substitution, it can be observed that color of all pixels are same, i.e.
correlation is 1 (B). Transformed image corresponding to sixteen different S-boxes, it can be observe that
color of all pixels are different, i.e. correlation is better as compared to single S-box substitution (C).

2. Proposed algorithm should be good against all known attacks.
3. Proposed algorithm should be noise tolerant, i.e., the decryption can be possible
even with the presence of channel noise.

3. Proposed algorithm

The proposed algorithm is a combination of confusion-diffusion network. The confu-
sion is gained using the symmetric group of permutation S-boxes [24] and diffusion
is achieved with the help of permutation of a particular type. The proposed algorithm is
a novel chaotic S-P network explained in Fig. 2. The proposed S-P network is as follows.

3.1. Substitution process

The substitution process is defined as follows. The substitution is done in blocks of
data having eight bits in each block. The application of data is image which has pixels
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Fig. 2. The proposed image encryption algorithm.
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values between 0 and 255 and therefore can be represented in eight bits. For a color im-
age, there are three frames: red, green and blue, respectively. Let take a single image
pixel from a single frame, denoted as /. This pixel is converted into binary of eight bits,
represented as /. The eight bits are then divided into two sections, having four binary
bits each, labeled as Iy, and I,,;,. These two sections of binary bits are converted into
decimal values having the range between 0 and 15. These decimal values of 7y, and
I, corresponds to the row and column position of a substitution box. The element at
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that position will be replaced with /. This step will be performed for all the image pixels
using different substitution boxes which are proposed earlier. The decision of substi-
tuting image pixel with one of the S-box from the group of 256 Sg AES S-boxes is done
by the chaotic values corresponding to chaotic trajectories x of Chebyshev chaotic map.
The chaotic value of Eq. (5) does the decision of substituting image pixel with one of
the S-box from the group of Sz AES S-boxes. One based on Chebyshev chaotic map

x = mod(floor(x - 1000), N) (10)

where N represents the total number of substitution boxes than can be employed. More
the substitution boxes, the more data get random. However, it will also increase the
computational complexity and therefore may not require for a low profile application.
If we consider an image as a plaintext, the first image pixel of that image is substituted
by the substitution box defined by x,, the second image pixel will be substituted by
the substitution box defined by x, and so on. Also, the sequence of substitution boxes is
random defined by the initial condition and parameters of the chaotic map. By changing
the values of these initial condition, the sequence of substitution boxes can also be
changed.

3.2. Permutation process

Once the data is substituted with the multiple substitution boxes, the next step is to
diffuse the data using the permutation which is defined as the shuffling of rows and
columns given as follows:

{MS(:, k(7))
M(k(i),2) = My,(i,:) Vien

Msp(:, i) Vien (n

where, M, and M, are those images achieved after the processes of substitution and
permutation, respectively. In the above equation, consists of two sub-equations first

all

Fig. 3. Illustration of the proposed permutation effect on the image. Plaintext Cameraman image (a),
image after one round of the proposed permutation (b), image after two rounds of the proposed permu-
tation (c), and image after ten rounds of the proposed permutation (d).
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sub-equation will swap the columns and the second sub-equation will swap the rows
of the image, such as in the first step, the first column will be swap with the last column
and after this step first row will be swap with last row and then second column with
second last column and second row with second last row and so on. Figure 3 illustrates
the results of permutation applied on a Cameraman image. To get back to the original
Cameraman from the permuted image, the inverse should be applied.

4. Simulation results and analyses

The proposed algorithm is applied to a Cameraman image having 256 rows and 256 col-
umns. The initial values of chaotic sequence are taken as x, = 0.34243 and n = 3. There
are 256 S-boxes generated from different permutations of Sg. The simulation results
of the proposed image encryption algorithm are shown in Fig. 4. Figure 4a shows the
plain image of Cameraman and the encrypted Cameraman image resulted from
applying proposed encryption algorithm is shown in Fig. 4b. The strength of proposed
algorithm can be seen from the encrypted image which is completely random and not

Fig. 4. Simulated results of the proposed algorithm. Cameraman image as plain image having 256 rows and
256 columns (a), encrypted image of Cameraman (b), one gray scale image as plain image having 256 rows
and 256 columns (¢), and encrypted image of one gray scale image (d).
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Fig. 5. Illustration of the histograms of plain (a) and cipher (b) Cameraman image.
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giving any information regarding plain image. Moreover, to demonstrate the strength
of proposed algorithm, we have taken a case for plain image having perfect correlation.
It means that the pixel values for each image pixel are same, specifically 195. This image
with perfect correlation is shown in Fig. 4¢ and the encrypted image resulted from ap-
plying proposed encryption algorithm is shown in Fig. 4d. Again, it can be visualized
that the proposed algorithm has good cryptographic properties. The visual results can
also be seen by plotting the histograms of plain images and cipher images. The histo-
gram of a cipher image should be flat demonstrating that the distribution of image pix-
els is even throughout the image. Figure Sa shows the histogram of Cameraman image
used as plain image and Fig. 5b shows the histogram of cipher image obtained after
applying the proposed encryption algorithm demonstrating the strong results of the al-
gorithm.

Moreover, to see the distribution of pixels in each frame of plain and encrypted
color images, we have plotted the correlation as can be seen in Figs. 6 and 7. These
figures show the distribution of horizontally adjacent pixels, and it can be seen that
the performance of proposed image encryption is excellent.

The strength of the proposed algorithm is further verified by examining some of the
statistical and security analysis. These analyses are then compared with the advanced
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Fig. 6. The distribution of horizontally adjacent pixels of first layer (red), second layer (green) and third

layer (blue) channel in the plain Lena image. To explain the figure according to RGB, figures are colored
as red (a), green (b), and blue (c¢).
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Fig. 7. The distribution of horizontally adjacent pixels of first layer (red), second layer (green) and third
layer (blue) channel in the ciphered Lena image. To explain the figure according to RGB, figures are col-
ored as red (a), green (b), and blue (c¢).

encryption standard (AES) that will demonstrate that the presented work is the opti-
mum choice.

4.1. Statistical analysis

Statistical analysis of an image deal with the manipulation of quantitative values of
image pixels. These analyses assist in examining the visual and quantitative qualities
of plain and encrypted images. The analysis considered in this work are correlation,
entropy, homogeneity, contrast, and energy of the plaintext and ciphertext images.
These analyses are given as [20]:

Correlation = Z (i —ui)(j—pj)p(i,j) (12)
0.0
i J e
Entropy = *zp(xi,j)k)gz rx; ;) (13)
i
Contrast = Zli—j|2p(i,j) (14)

i, j
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T able. Comparative statistical analysis of the images of Cameraman and Baboon resulted from AES
and the proposed algorithm.

Analysis Images Correlation Entropy Homogeneity Contrast Energy
AES Cameraman 0.014 7.9975 0.2641 7.4585 0.0081
Baboon 0.0112 7.9973 0.2315 7.8651 0.0101
Proposed Cameraman 0.0472 7.7351 0.3478 6.5018 0.0131
Baboon 0.0315 7.8704 0.3342 6.8705 0.0117
Homogeneity = ZM— (15)
~ 1 +i—jl
LJ
.2
Energy = " p(i,)) (16)
i J

where, the value of image pixel is denoted as p(i, j), i denotes the row position and
j denotes the column position for image pixel, the variance is denoted as u, standard
deviation is denoted as o and the probability of image pixel is denoted as p(x; )).

The correlation analysis determines the similarity between two images having
a range between —1 and 1 with 1 showing the perfect correlation. Entropy shows the
randomness of the digital image having a range between 0 and 8 for a digital image
having 256 gray scales. A greater value of entropy shows the greater amount of ran-
domness in the digital image. The contrast analysis of the image enables the viewer to
vividly identify the objects in the texture of an image. The contrast values ranges be-
tween 0 and (size(Image) — 1)*. The contrast value of a constant image is 0. The greater
value of the contrast shows greater variation in image pixels. The homogeneity analysis
processes the closeness of the distribution in the gray level co-occurrence matrix
(GLCM) to GLCM diagonal. The range of homogeneity and energy is between 0 and 1.
These analyses are applied on the plain, and encrypted images resulted from the pro-
posed and AES encryption algorithms. The comparative results are listed in the Table.

4.2. Key space and key sensitivity

The total number of private and secure keys that can be used in the encryption algorithm
corresponds to key space. With the keys represented in binary bits £, the total keys
are 10%, AES uses a key of 128, 192 or 256 bits making a very large key space. A large
key space assists in resisting all types of brute force attacks. In the proposed algorithm,
the key is the combination of initial values of x and 7 in the Chebyshev chaotic map mak-
ing the key space large enough that a modern computer will take more than 102 years
to check all combinations.

The exhaustiveness of key space will only be effective when the encryption results
of each key is different and unique from the results of all the other keys. The encrypted
data should not be successfully decrypted regardless of the fact that there is just a little
contrast of even a single bit between the encryption and decryption keys. This effect
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Fig. 8. Encrypted Cameraman image with the key having initial values of x, = 0.721546321451,
p=0.2 (a), and decrypted Cameraman image with the key having initial values of x, = 0.721546321452,
p = 0.2 (only one bit change in x) (b).

is known as key sensitivity. To demonstrate the key sensitivity of presented work, the
Cameraman image is encrypted with the key having initial values of x, =
0.721546321451, n = 0.2 and encrypted image is shown in Fig. 8a. The encrypted im-
age is then decrypted with the key having values ofx,=0.721546321452,n=0.2 (only
one bit change in x) and decrypted image is shown in Fig. 8b. It can be seen that the
decryption is not successfully done despite the difference of only one bit between the
encryption and decryption keys.

4.3. Noise tolerant analysis

One of the requirements in a modern image encryption algorithm is the noise resistant
feature. This feature is not required in a case where the plaintext is considered as text.
In that scenario, if some of the bits are corrupted, then the whole text will be changed
completely. However, this is contrast to the case of image, in which, if the values of
image pixels are corrupted or changed by some margin, the overall visual appearance
of those image pixels almost remain same. Therefore, the noise resistant feature can
be used in the case of images and those images can tolerate noise to some level. To
understand this, consider a scenario in which an image after encryption is transmitted
on a wireless noisy transmission medium and the encrypted image is corrupted by some
noise. At the receiver, after receiving the noisy encrypted image, the receiver has to
decrypt this image. However, the traditional cryptosystems, like AES do not have the
ability to decrypt these kinds of corrupted noisy encrypted images. To remove or cor-
rect the noises, receiver uses the forward error correction codes which generally adds
to the computational complexity of overall system and may be not required in some
low profile applications. In order to solve this, our proposed encryption algorithm has
the capacity of successfully decrypting the corrupted noisy encrypted images. Although,
after decrypting, there will be some noise in the decrypted image, however, as mentioned
earlier, the images can tolerate the noise at certain level keeping the visual meaning
intact. To demonstrate this effect, we have intentionally inserted some kinds of noises
in the encrypted Cameraman images and then try to decrypt those images using the
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Fig. 9. Encrypted Cameraman image cropped with 50 x 50 image pixels (a) and successfully decrypted
Cameraman image with some distortion (b).

Fig. 10. Encrypted Cameraman image exposed to channel noise of salt and pepper having noise level of
0.2 density (a) and successfully decrypted Cameraman image with some distortion (b).

proposed decryption algorithm. Figure 9a shows the Cameraman encrypted image
which is corrupted by the cropping effect. The cropping is done at the top left side of
the encrypted image. This corrupted image is then fed into decryption algorithm and
results are shown in the Fig. 9b. It can be seen that the decryption is possible with some
noise but keeping the visual meaning of the image intact. The other example is shown
in Fig. 10. Figure 10a demonstrates an image which is corrupted by the salt and pepper
noise at a certain level. Again this corrupted image is fed into decryption algorithm
and results are shown in the Fig. 10b. It can be seen that the decryption is possible
with some noise but keeping the visual meaning of the image intact.

5. Conclusion

In this paper, an image encryption algorithm is proposed. The proposed algorithm is
based on the network of the combination of confusion and diffusion. The confusion
block is performed with the help of multiple substitution boxes. The choice of substi-
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tution boxes for different data depends upon the values of chaotic maps which are gen-
erated using specific initial values and parameters. By using multiple substitution
boxes instead of a single substitution box provides more randomness resulting in dif-
ficult cryptanalysis. The diffusion process is performed using permutation of a par-
ticular type.

Moreover, the cryptanalysis of the cipher demonstrated the robustness of proposed
work. The proposed algorithm is applied on N X N images, N is the number of rows
and N is the number of columns as well; though the original image could be of any
magnitude, say N x M as the presented work is multidimensional size compatible.
Furthermore, the proposed scheme has only two rounds of substitution and permutation
having much low computational complexity than the traditional cryptosystems. It is
concluded that with good cryptographic features, low processing complexity and re-
sistant to the channel noise make it suitable for low profile mobile applications.
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