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In this paper, the optical image encryption scheme based on the double random phase encoding
system is modified by introducing a nonlinear digital image pre-encryption coupled with a real to
complex conversion. It consists in performing the bit-wise XOR operation recursively between suc-
cessive pixels of an input image together with chaotic scrambling in the spatial domain. The re-
sulting real-valued pre-encrypted image is halved into two equal parts, one being considered as
the real part and the other one as an imaginary part. The complex image thus constructed by con-
catenating the two previous parts, passes into the second stage of the double random phase encoding
where it will be multiplied by a random phase mask and then transformed into a frequency domain
by the two-dimensional Fourier transform or any of its derivatives to obtain the encrypted image.
The advantage of halving is to save the same information and reduce the size of encrypted image
to store or transmit a single complex image instead of double as in all existing based double random
phase encoding methods. Results of computer simulations prove the effectiveness of the proposed
method toward different attacks and confirm its security when compared to existing works, espe-
cially in terms of key sensitivity and histogram analysis.
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1. Introduction

With the increasing flow of internet communications, the interchanged information
that is in the form of textual data, speech, or in the form of images or other multimedia
can be easily corrupted, and their protection becomes an absolute necessity. Images are
widely used in our life and to be protected, several encryption techniques have emerged
either in the spatial or in frequency domains. Among the techniques used in the frequency
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domain, we come back to the well-known double random phase encoding (DRPE)
which finds its application much more in the optical field. Since its first appearance
by REFRIGIER and JAVIDI in 1995 [1], based on the bidirectional Fourier transform (FT),
the DRPE has expanded to several modifications. Parametric transforms [2–16] have
been introduced instead of bidirectional FT and their independent parameters are ben-
eficially exploited as an additional secret key, amongst them, the reciprocal-orthogonal
parametric (ROP) transform [2–4], the fractional Fourier transform (FRFT) [5–8], the
multiple discrete fractional Fourier transform (MDFRFT) [9–12], gyrator transform [13],
Fresnel transform [14], discrete parametric Fourier transform [15] and angular trans-
form [16]. 

Even more, opto-digital hybrid DRPE versions have emerged; these versions use
chaotic maps by introducing a scrambling therein the DRPE system [10, 17]. Although
the improvements observed in terms of the widening in the encryption key and the in-
crease of the sensitivity of this key, these DRPE versions remain vulnerable toward
some attacks [18–20] because of the linearity observed in all these DRPE’s versions.
To remedy this problem of linearity, BOUGUEZEL et al. have proposed recently two
works [11, 12] which consist in injecting a nonlinear pre-encryption before any DRPE
to give other opto-digital hybrid DRPE versions. It has been shown in these works that
this nonlinear pre-encryption associated with the different-optical DRPE versions leads
to a new opto-digital DRPE that outperforms other existing versions of DRPE. Although
the above improvements mentioned seem efficient and attractive, the DRPE technique
and its different versions suffer from the fact that the encrypted image is complex, which
requires the storage and the transmission of two images (real and imaginary parts). To
overcome this problem, a new hybrid opto-digital image encryption is proposed.

The basic idea of the proposed encryption method consists in substituting the first
block of the DRPE (composed of the first mask applied in the spatial domain and the
first Fourier transform or its derivatives) by a pre-encryption applied to the original
image in the spatial domain and which is based on the XOR operator coupled with a re-
cursive scrambling performed by chaotic sequences (logistic map). The pre-encrypted
image is converted from a real-valued image into a complex image using a real to com-
plex (R2C) converter, then the resulting complex image is applied to a stage called here
single random phase encoding (SRPE) [21]. This stage consists of the second mask of
the DRPE and its second Fourier transform or its derivatives.

The remaining part of the present paper is as follows: in Section 2, we detailed both
the proposed encryption and decryption schemes; simulation results and security analysis
are discussed in Section 3 and some concluding remarks are given in Section 4. 

2. Proposed encryption/decryption schemes

2.1. Encryption scheme 

According to Fig. 1, we can subdivide the proposed encryption scheme into three parts:
digital pre-encryption, real to complex conversion and single random phase encoding
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stage. For its simplicity and high sensitivity to initial conditions, the logistic map is
chosen and used as a chaotic system in this work and it is expressed as 

 (1)

where μ is a control parameter and μ  [3.5699456, 4] [22], Xn is a real number in the
range [0, 1], and X0 is an initial condition.

2.1.1. Digital pre-encryption 

The digital pre-encryption process is detailed as follows. 
Step 1: Let P be the original image of size m × n. It is resized to a vector v of length

(1, m × n). 
Step 2: The vector v is scrambled (change of position of the pixels) according to

an order imposed by a chaotic sequence (logistic map) of parameters {x1, μ1}, with
x1 being the initial condition and μ1  (0, 4] is the parameter of control, to obtain an-
other vector v' of length (1, m × n).

Step 3: Generate chaotically another vector using another chaotic map (logistic
map) of parameters {x2, μ2}. In order to be adapted to the gray level, this vector is mul-
tiplied by 255 and then rounded to give another vector called v'' of length (1, m × n). 

Step 4: Diffusion phase (change of the pixel values) is ensured by applying the XOR
operator recursively between the vector v' and the vector v'' to give a resulting vector vv
according to the following formula:

(2)

where s0 is an integer chosen randomly from the gray level and  designed the bit XOR
operator.

Step 5: The obtained vector vv of length (1, m × n) is resized to an image which is
the pre-encrypted image p'.

2.1.2. Real to complex (R2C) conversion 

As illustrated in Fig. 2, the pre-encrypted image p' of size (m, n) which is a real valued,
is divided into two equal parts  and  and converted by R2C to construct a com-
plex image given by  of size (m, n /2).

Xn 1+ μ Xn 1 Xn– =
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Fig. 1. Proposed encryption scheme.
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2.1.3. Single random phase encoding stage

The complex constructed image passed to a stage named here the single random phase
encoding. It consists in multiplying this image element-by-element by a random phase
mask exp( jφ), then transforming the obtained result using the discrete fractional
Fourier transform (DFRFT) to obtain the encrypted image E expressed by

E = Fa (c  exp( jφ))Fb (3)

where Fa and Fb are DFRFT matrices with fractional orders a and b, and  designed
an element-by-element multiplication. 

2.2. Decryption scheme 

As shown in Fig. 3, the encrypted image E is transformed to the spatial domain using
the inverse discrete fractional Fourier transform (IDFRFT), then multiplied element
-by-element by the conjugate random phase mask exp(–jφ) to obtain a complex valued
matrix E' expressed by

E' = (F –a ꞏ E ꞏ F –b )  exp(–jφ) (4)

where F –a and F –b are IDFRFT matrices with fractional orders a and b,  denotes
an element-by-element multiplication. 

The obtained complex valued matrix E' is converted by the C2R converter to a real
valued matrix E'' which is exactly the pre-decrypted image.

The digital pre-decryption process is detailed as follows.
Step 1: Generate chaotically the same vector v'' obtained in the previous step 3 of

digital pre-encryption using logistic map of parameters {x2, μ2}.
Step 2: The pre-decrypted image E'' is resized to a vector k of length (1, m × n).

Fig. 2. Illustration of real to complex conversion (R2C). 
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Step 3: Performing the bit-wise XOR operation recursively between v'' and k vec-
tor’s elements according to the following expression:

(5)

where s0 is the memorized integer generated previously in step 4 of digital pre-encryp-
tion process and  designed the bit XOR operator.

Step 4: Generate chaotically the same vector v' obtained in the previous step 2 of
digital pre-encryption process using logistic map of parameters {x1, μ1}, then unsort
the obtained vector aa according to an order imposed by the chaotic sequence of v'.

Step 5: The obtained unsorted vector is reshaped to give the decrypted image D.
We notice that the decryption process takes the steps of encryption process in an in-

verse manner to obtain decrypted image D as shown in Fig. 3.
An approximate opto-digital implementation is suggested as illustrated in Fig. 4,

in which a computer unit is used to perform digitally the nonlinear pre-encryption, the
spatial light modulator (SLM) is used to display the complex valued image both in en-
cryption and decryption processes, and a holographic technique conjointly with the ref-
erence beam allow the complex valued image to be recorded digitally in a CCD camera. 

aa 1  k 1  v'' 1  s0 = for i 1=

aa i  k i  v'' i  aa i 1–  = for i 2 to m n=
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Fig. 3. Proposed decryption scheme.

Optical FRFT/DFRFT

SLM

Input plane

Computer control

f
f

Lens

Reference

CCD

beam

and digital
processing

Fig. 4. An opto-digital setup for the proposed FRFT-SRPE/DFRFT-SRPE encryption/decryption.
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3. Simulation results and security analysis

Results of simulation are performed under the environment MATLAB version 7.10.0.499
(R2010a), the used test images are those of (Lena, Barbara and Baboon) of size
256 × 256. The two chaotic sequences having the following parameters: (μ1 = 3.97;
x1 = 0.125), (μ2 = 3.98; x2 = 0.225), and the fractional orders of the discrete fractional
Fourier transform (DFRFT) (a, b) are randomly selected from the interval [0, 1] and
the phases of the mask exp( jφ) are randomly and uniformly distributed in the interval
[0, 2π]. To evaluate the proposed method, we have used different metrics: the peak sig-
nal-to-noise ratio (PSNR), the mean square error (MSE) and the standard correlation
coefficient which are widely defined in previous works.

3.1. Histogram analysis

As shown in Fig. 5, the original images of Lena, Barbara and Baboon have different
histograms, and their encrypted images are complex valued and all have identical
amplitude histograms Fig. 6, which proves the effectiveness of the proposed method
because a possible attacker cannot extract any significant information from those his-
tograms to discover the original image.

3.2. Loss data attack

To test the resistance and the robustness of the method proposed in front of error trans-
mission, Fig. 7 illustrates the simulation results that are performed on the Lena image
assuming that part of the encrypted image was lost during transmission. We consider
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Fig. 5. Original test images of Lena, Barbara, Baboon and their histograms.



Hybrid image encryption based on digital pre-encryption... 565
the case with the loss data percentage of 50%. It is very clear that decrypted images
are decipherable although they have lost half of the information, which confirms the
resistance of the proposed method to data loss.
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Fig. 6. Real and imaginary encrypted images of Lena, Barbara, Baboon and their amplitude histograms.
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Fig. 7. Results of the loss data test. Encrypted image of Lena (a), encrypted image of Lena with 50% loss
data (b, c), and corresponding decrypted Lena image (b', c' ).
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3.3. Noise attack

To test the resistance of the proposed method to adding noise, we assume that the en-
crypted image is embedded in a Gaussian noise G with zero mean and that the standard
deviation equals to unity (μ = 0, σ = 1) according to the following formula:

I enc + noise = Ienc(1 + kG ) (6)

where I enc + noise is the noisy encrypted image, I enc is the encrypted image of Lena, and
k indicates the force of the noise. Figure 8 illustrates the simulation results of this test
by adding the noise to the encrypted image for different values of k, and to see its re-
percussion on the decrypted image, we notice that the decrypted noisy image starts to
lose its visibility from k = 0.4. Therefore, we find that despite a percentage of 30% of
noise embedded in the encrypted image, the decrypted image remains decipherable,
which confirms that the proposed method is highly resistant to noise addition.

3.4. Key sensitivity analysis

The encryption key of the proposed method is composed of the parameters of the two
logistic maps (μ1, x1), (μ2, x2) and the fractional orders a and b of the discrete fractional
Fourier transform DFRFT. We denote by k{μ1, x1, μ2, x2, a, b} this encryption key, and
the corresponding decryption key is k'  In the decryption phase,
if k' = k, so  the decrypted image
is exactly the input image (original image). To test the sensitivity of the encryption
key toward chaotic parameters, we make an error of 10–15 each time in a single chaotic

a b c

d e f

Fig. 8. Decrypted Lena image with additive noise in the case of k = 0.1 (a), k = 0.2 (b), k = 0.3 (c),
k = 0.4 (d), k = 0.5 (e), and k = 0.6 (f ).

μ'1 x'1 μ'2 x'2 a' b'     .
μ'1 μ1= x'1 x1= μ'2 μ2= x'2 x2= a' a= b' b=     ,
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parameter and we keep the others. The test results are shown in Fig. 9 and confirm that
the sensitivity of its parameters is 10+1 (the error of 10–15 is the limit of the scrambling
before the appearance of the image in clear at 10–16). The sensitivity of the encryption
key to the fractional order parameters of the DFRFT is tested by making a small error δ
ranging from –0.04 to +0.04 in the two parametric orders a' = a + δ and b' = b + δ and
we calculate the corresponding MSE. Figure10 illustrates the results obtained and con-

a b c

d e f

Fig. 9. Decrypted Lena image with an error in the decryption key: original image of Lena (a),  = μ1 +
+ 10–15 (b),  = x1 + 10–15 (c),  = μ2 + 10–15 (d),  = x2 + 10–15 (e), and k' = k (f ).
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Fig. 10. Comparison of MSE between different methods in terms of the deviation error δ.
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firms the superiority of the proposed method when it is compared with the method of
the reference [12], and with the DRPE method based on FRFT [9]. 

3.5. Key space analysis

According to the obtained results found in key sensitivity analysis, the accuracy of
the chaotic parameters is 10–15 and the precision of fractional orders is 1/Δd = 1/0.004
= 250, so the key space of the method proposed is 1015 × 4 × 250 × 250  2195 which
is much higher than that required in cryptography 2100 [23, 24].

4. Conclusions

In this paper, we have proposed a new hybrid encryption method (opto-digital) which
consists of soft parts. The first part is based on the operator X or coupled with a scram-
bling performed by logistic maps, and the second part is based on SRPE (single random
phase encoding). The results of the simulation show the feasibility of the proposed
method and show that the dimensions of encrypted image are reduced to the half. In
addition, the results of histograms prove the effectiveness of the proposed method be-
cause a possible attacker cannot extract any information to discover the original image.
Loss data and addition noise tests prove the strength and robustness of the proposed
method against brute force attacks and transmission errors. Comparison results clearly
show that the proposed method is more efficient than existing methods in terms of sen-
sitivity and secret key space.
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