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A robust dual color images watermarking algorithm is designed based on quaternion discrete
fractional angular transform (QDFrAT) and genetic algorithm. To guarantee the watermark secu-
rity, the original color watermark image is encrypted with a 4D hyperchaotic system. A pure qua-
ternion matrix is acquired by performing the discrete wavelet transform (DWT), the block division
and the discrete cosine transform on the original color cover image. The quaternion matrix is op-
erated by the QDFrAT to improve the robustness and the security of the watermarking scheme with
the optimal transform angle and the fractional order. Then the singular value matrix is obtained by
the quaternion singular value decomposition (QSVD) to further enhance the scheme’s stability.
The encryption watermark is also processed by DWT and QSVD. Afterward, the singular value
matrix of the encryption watermark is embedded into the singular value matrix of the host image
by the optimal scaling factor. Moreover, the values to balance imperceptibility and robustness are
optimized with a genetic algorithm. It is shown that the proposed color image watermarking scheme
performs well in imperceptibility, security, robustness and embedding capacity.

Keywords: color image watermarking, hyperchaotic encryption, quaternion discrete fractional angular
transform, quaternion singular value decomposition, genetic algorithm.

1. Introduction

Color image watermarking technology has become a research focus [1–3]. Dual-color
image watermarking systems could achieve higher fidelity and greater amount of in-
formation capacity, where both watermark images and host ones are color [4,5]. How-
ever, it is more challenging to realize three color channels of color images than single
channel gray images.

Extending complex numbers into four dimensions, Hamilton introduced quatern-
ion in 1843 [6]. By combining the quaternion theory with typical transform technol-
ogies, several effective and robust algorithms have been proposed [7–10]. LI et al.
embedded the watermark by the scalar component of the quaternion discrete cosine
transform [7]. Based on the quaternion discrete Fourier transform, WANG et al. inves-
tigated a new lossless watermarking algorithm of great visual quality with low-fre-
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quency information [8]. LI et al. designed a new robust watermarking scheme with both
the abundant phase information and the frequency coefficients of the host image ob-
tained by the quaternion wavelet transform [9]. XIA et al. introduced a zero-water-
marking algorithm based on the quaternion polar harmonic transforms [10]. 

Compared with the traditional transform methods, their corresponding fractional
transforms with a free fractional parameter can reflect the dual characteristics of spatial
domain and transform domain simultaneously. The performance of the digital water-
marking algorithms can be enhanced by the additional fractional parameter of frac-
tional Fourier transform [11], fractional wavelet transform [12], fractional random
transform [13], etc. Therefore, quaternion and fractional transforms are combined to-
gether to design efficient and robust watermarking schemes. To verify the effectiveness
of the proposed quaternion discrete fractional Krawtchouk transform, LIU et al. put
forward a color image watermarking algorithm [14]. CHEN et al. designed a color image
adaptive watermarking scheme by defining a quaternion discrete fractional random
transform [15].

In this paper, a dual color images watermarking scheme is introduced based on the
quaternion discrete fractional angular transform, the quaternion singular value decom-
position and the genetic algorithm. 

The rest of this paper is structured as follows. In Section 2, some key technologies
are revisited, including the quaternion discrete fractional angular transform (QDFrAT),
the quaternion singular value decomposition (QSVD), and the genetic algorithm. The de-
tailed color watermark embedding and extraction algorithm is presented in Section 3.
Experimental results and evaluations are presented in Section 4. Lastly, a short con-
clusion is drawn in Section 5.

2. Theoretical background

2.1. Quaternion discrete fractional angular transform

For an image I of size M×N, the discrete fractional angular transform (DFrAT) is [16] 

(1)

where α and β denote the fractional order and the transform angle, respectively, and
the kernel matrix  of the DFrAT is

(2)

where  is an orthonormal matrix composed of the eigenvectors of the DFrAT,
 is the

eigenvalues matrix of the DFrAT, and T  denotes the period.
For a 1D signal x(n) with N points, its α-th order DFrAT is
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According to the quaternion theory, a new QDFrAT can be defined. For a 1D quaternion
signal xq = xr + xi i + xjj + xkk, its α-th order left-side and right-side QDFrATs are
respectively

(4)

(5)

where the kernel matrix  of the QDFrAT is

(6)

Unlike  the complex number i is replaced by a quaternion number μ. 
The QDFrAT is designed to enhance the robustness and the security with param-

eters β and α, respectively. 

2.2. Quaternion singular value decomposition

Suppose  is a quaternion matrix, where  is a set of quaternion
matrices. Then  and 

 are two unitary quaternion matrices such that [17]

(7)

where  represents the conjugate transpose of V, Σ1 =
= diag(σ1, σ2, ..., σr ),  and σ1, σ2, ..., σr  are the positive singular
values of Q, and r is the rank of matrix Q. 

The QSVD will be performed to obtain the singular values matrices of the encryp-
tion watermark image and the host image by the SVD in the MATLAB Toolbox [18]. 

2.3. Genetic algorithm

In the proposed watermarking scheme, the optimal scaling factor k and the optimal
transform angle β can be obtained with the genetic algorithm (GA), respectively.
The fitness function of the GA is

(8)
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where peak signal-to-noise ratio (PSNR) and structural similarity index measure (SSIM)
are two important measures to evaluate the imperceptibility of the watermarked host
image Iw. I denotes the original host image. Normalized cross-correlation (NC) be-
tween the original watermark W and the extracted watermark We is a valid indicator
to assess the robustness of the watermarking algorithm; η is the weight coefficient; R
represents the number of the tested attacks. 

PSNR is defined as

(9)

where z taking 1, 2, 3 denotes the R, G, B components, respectively, M ×M  is the size
of host image, I(x, y, z ) and Iw(x, y, z ) are the gray values of the pixel (x, y) of com-
ponent z in the original host image and the corresponding watermarked host image,
respectively. SSIM is described as

(10)

where μI and μIw
 represent the average pixel values of  I and Iw, respectively, σ I and

σ Iw
 denote the standard deviations of  I and Iw, respectively, and σ IIw

 is the covariance
between I and Iw. What is more, b1 = (k1L)2, b2 = (k2L)2, k1 = 0.01, k2 = 0.03, L rep-
resents the gray level of the original host image. NC is calculated as

(11)

where N × N  is the size of watermark image. W(x, y, z ) and We(x, y, z ) are the gray
values of the pixel (x, y) of component z in the original watermark and the correspond-
ing extracted watermark, respectively. 

Take the parameter k as an example, the detailed GA-based optimization process
is displayed in Fig. 1, and the optimal transform angle β can also be acquired by the
same process. Noise attacks include salt-and-pepper noise attack, Gaussian noise at-
tack and Speckle noise attack. Gaussian low-pass filtering attack and median filtering
attack are also tested in the optimization process.

3. Proposed color image watermarking algorithm

As illustrated in Fig. 2, the image watermarking algorithm based on the QDFrAT and
the GA is detailed as follows.
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Fig. 1. GA-based optimization process of the scaling factor k.
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3.1. Watermark preprocessing

During watermark preprocessing, hyperchaotic encryption is a reliable way to enhance
security. The detailed steps of watermark preprocessing are shown as follows.

1) The original color watermark image W of size N × N  is divided into three color
components, then these components are transformed into the corresponding 1D column
vectors   and 

2) A classical Lorenz hyperchaotic system is expressed as [19]

(12)

where a = 10, b = 8/3, c = 28, r = –1, and the initial values u1, u2, u3, u4 are set as
(1.1, 2.2, 3.3, 4.4). The hyperchaotic system can be solved with the classical one-step
fourth-order Runge-Kutta method, and a hyperchaotic float sequence S is obtained. 

3) S  is converted into an integer sequence I, which is less than 10N, then I  is split
into two parts I1 and I2 on average.

(13)

4) The coordinate conversion is described as

(14)

where the pixel position before transform i varies from 1 to N × N  and q is the pixel
position after transform. The pixel values of    and  are substituted in order
with the following rule: 

(15)

(16)

(17)

5) The scrambled matrices   and  of size N × N  can be obtained by con-
verting the substituted vectors   and  then the encryption watermark im-
age W'  is reconstructed with the three scrambled matrices.

3.2. Watermark embedding

1) The color host image I of size M × M  and W'  are separated into color components
R1, G1, B1, R2, G2, and B2.
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2) With the 2D DWT, the six color components are converted into {LLR1, LHR1,
HLR1, HHR1}, {LLG1, LHG1, HLG1, HHG1}, {LLB1, LHB1, HLB1, HHB1}, {LLR2, LHR2,
HLR2, HHR2}, {LLG2, LHG2, HLG2, HHG2}, {LLB2, LHB2, HLB2, HHB2}, respectively. 

3) LLR1, LLG1, and LLB1 are divided into M /N × M /N non-overlapping blocks.
Each block is executed by the DCT, then three new matrices MR, MG and MB are con-
structed with the upper left coefficient of each block. Afterward, a pure quaternion ma-
trix M can be obtained.

M = MR i + MG j + MBk (18)

4) M1 is acquired by operating the QDFrAT on M with α and β, where the fractional
order α is the secret key while the optimal transform angle β can be obtained by the GA.

M1 = QDFrAT(M, α, β ) (19)

5) LLR2, LLG2, and LLB2 and are chosen to form a pure quaternion matrix W* and
three matrices Uw, Sw and Vw can be obtained by performing the QSVD on W*.

(20)

6) Matrix M1 is decomposed into three matrices Um, Sm and Vm by the QSVD.

(21)

7) The singular value matrix Sw is embedded into Sm with the optimal scaling
factor k produced by the GA, and the singular value matrix S of the watermarked
image Iw is acquired.

S = Sm + k Sw (22)

8) Matrix M2 can be generated by the matrices Um, S and Vm.

(23)

9) M2 is executed by the inverse QDFrAT (IQDFrAT), and then the matrix M3 is

M3 = IQDFrAT(M2, –α, β ) (24)

10) M3 is returned to each block, then the new sub-bands   and 
are gained by operating the inverse DCT (IDCT) on each block.

11) The watermarked host image Iw can be obtained by executing the inverse DWT
(IDWT) on   and  

3.3. Watermark extraction 

1) The watermarked image Iw is split into three color components   and 
2) Low-frequency sub-bands   and  are obtained by performing

the 2D DWT on the three components.
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3)   and  are divided into M /N × M /N blocks. Each block is trans-
formed by the DCT, then the upper left coefficient is chosen to construct three matrices

  and  respectively. A pure quaternion matrix M* can be acquired even-
tually.

(25)

4) Matrix  can be obtained by performing the QDFrAT on M* with α and β.

(26)

5) Matrix  is decomposed into three matrices  S' and  by the QSVD.

(27)

6) With k and Sw, the diagonal matrix S* of the encryption watermark is obtained.

(28)

7) Matrix  can be acquired by the matrices Uw, S* and Vw.

(29)

8) Matrix  is obtained by performing the IQDFrAT on 

(30)

9) After  is returned to each block, each block is performed by the IDCT to
generate the new sub-bands   and  

10) The encryption watermark image W1 can be produced by performing the IDWT
on   and  

11) Hyperchaotic decryption operations are reversed from the hyperchaotic encryp-
tion process in Section 3.1, and the extracted watermark image We can be decrypted.

4. Experiment results and analysis 

As shown in Fig. 3, the original host images are four RGB images of size 512×512,
which are chosen from the USC-SIPI image database [20], and their bit depth is 24-bit.
Furthermore, these images are representative, including the characteristics of texture,
edge and smoothness, while the RGB image of size 64×64 and of bit depth 24-bit is
selected as the original watermark. The simulation is implemented by a personal com-
puter with Core i7, CPU @ 2.8GHz, 16 GB RAM, Windows 10 and MATLAB R2018b.
The fractional order α is set as 0.1234. For the host images in Figs. 3(a)–(d), the values
of the corresponding optimal embedding strength k obtained by the GA are 0.1708,
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0.1538, 0.1660 and 0.1816, respectively, while the values of the corresponding optimal
transform angle β are 2.7856°, 3.3615°, 1.8897° and 2.5715°, respectively. 

4.1. Imperceptibility 

By comparing Figs. 4(a)–(d) with Figs. 3(a)–(d), there exists no noticeable difference
between the original host images and the watermarked host ones visually. It is feasible
to extract the watermarks from the watermarked images with the proposed watermark-
ing scheme, as shown in Figs. 4(a1)–(d1). 

Fig. 3. Original test images: (a) Peppers, (b) Baboon, (c) Sailboat, (d) Airplane, and (e) watermark. 

(a) (b) (c) (d) (e)

(a) (a1) (b) (b1)

Fig. 4. Results of embedding and extraction processes: (a)–(d) watermarked Peppers, Baboon, Sailboat
and Airplane, (a1)–(d1) corresponding extracted watermark images without attack.

(c) (c1) (d) (d1)
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PSNR values and SSIM values of the four watermarked host images and their cor-
responding extracted watermarks without attack are compiled in Table 1. The PSNR val-
ues are higher than 40 dB, and the SSIM values are greater than 0.9880. Therefore, the
imperceptibility of the proposed watermarking scheme can be guaranteed. On the other
hand, the NC values in Table 1 verify that the watermark extraction process is valid. 

Figures 5(a)–(d) and (e)–(h) display the histograms of color components in the orig-
inal host images and the corresponding watermarked host ones, respectively. The histo-

T a b l e 1. PSNR values and SSIM values of the watermarked host images, and NC values of the
extracted watermarks without attack. 

Images PSNR SSIM NC

Peppers 45.0443 0.9883 0.9998

Baboon 45.2271 0.9965 1

Sailboat 45.3151 0.9930 1

Airplane 44.2376 0.9907 1

(d) (h)

(a) (b)(e)

(c)(f) (g)

Fig. 5.  Histograms: (a)–(d) Peppers, Baboon, Sailboat, and Airplane, (e)–(h) watermarked Peppers, Ba-
boon, Sailboat, and Airplane.
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grams of  the original host images and the corresponding watermarked ones are similar.
Consequently, the proposed scheme has a good imperceptibility and can withstand the
statistical analysis attack.

4.2. Security 

Take the color host image Sailboat as an example, if only one key is slightly modified
and the other keys are intact, the decryption watermark images are shown in
Figs. 6(b)– (e). Since the above decryption watermarks are hard to recognize, the ex-
tracted watermark can be correctly decrypted only with all the right keys, as shown in
Fig. 6(f ). Whatis more, to improve the security of the proposed watermarking scheme
further, the coefficients of the host image in the transform domain are encrypted by
the QDFrAT.

4.3. Robustness

JPEG compression attack, salt-and-pepper noise attack, Gaussian noise attack, Speckle
noise attack, scaling attack, rotation attack, cutting attack, filtering attack, brightness
change attack and contrast variation attack are also evaluated, as shown in Figs. 7–12.
For all tested watermarked images, NC values between the original watermarks and
the extracted ones are displayed in Tables 2–7.

4.3.1. JPEG compression attack

The watermarked image is executed with the JPEG compression of quality factors 90,
60 and 30, and the attacked results are shown in Fig. 7. Table 2 exhibits the corre-

(a) (b) (c)

Fig. 6. (a) Original watermark image, (b) – (f ) decryption watermark images with u1 + 10–13, u2 + 10–14,
u3 + 10–14, u4 + 10–11 and all the right keys, respectively. 

(d) (e) (f)
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sponding NC values of the extracted watermarks. When the quality factor of the wa-
termarked images is 30, the watermarks can be still extracted validly and the NC values
are all larger than 0.9990. It shows that the proposed watermarking scheme based on
the DCT and the block division could stand up to the JPEG compression attack.

4.3.2. Noise attack

Suppose the watermarked host images are attacked by salt-and-pepper noise with inten-
sities 0.01, 0.05 and 0.1, Gaussian noise with variances 0.01, 0.05 and 0.1, and Speckle
noise with densities of  0.01, 0.05 and 0.1, respectively. The attacked watermarked im-
ages and the extracted watermarks are presented in Fig. 8. And the NC values of the

(a) (b) (c)(a1) (b1) (c1)

Fig. 7. Results of  JPEG compression attack. (a)–(c) Watermarked host images Airplane  with quality fac-
tors 90, 60, and 30, repectively. (a1)–(c1) Extracted watermark images.

T a b l e 2. NC values of the extracted watermarks after JPEG compression attack. 

Quality factor Peppers Baboon Sailboat Airplane

90 0.9991 0.9998 0.9998 1

60 0.9989 0.9996 0.9995 0.9998

30 0.9992 0.9991 0.9994 0.9998

(a) (b) (c)(a1) (b1) (c1)

Fig. 8. Results of noise attack. Watermarked host images Airplane : (a)–(c) salt-and-pepper noise with
intensities 0.01, 0.05 and 0.1, respectively, (d)–(f ) Gaussian noise with variances 0.01, 0.05 and 0.1, re-
spectively, (g)–( i ) Speckle noise with densities 0.01, 0.05 and 0.1, respectively. (a1)–(i1) Corresponding
extracted watermark images.
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extracted watermarks are displayed in Table 3. It is shown that the designed water-
marking algorithm can resist the noise attack, since the NC values are all above 0.9550.

4.3.3. Scaling attack

Figure 9 depicts the test results of the attacks with scaling 0.5 and scaling 2. Further-
more, the NC values of the corresponding extracted watermarks are shown in Table 4.
All the NC values are over 0.9980, implying the watermarks can be well extracted from
the attacked host images. The embedding information is the singular value of the en-
cryption watermark, resulting in the watermarking system owning a better stability.

(d) (e) (f )(d1) (e1) (f1)

(g) (h) (i)(g1) (h1) (i1)

Fig. 8. Continued. 

T a b l e 3. NC values of the extracted watermarks after noise attack. 

Noise attack Peppers Baboon Sailboat Airplane

Salt-and-pepper noise (0.01) 0.9996 0.9978 0.9997 0.9996

Salt-and-pepper noise (0.05) 0.9984 0.9976 0.9987 0.9977

Salt-and-pepper noise (0.1) 0.9975 0.9972 0.9976 0.9950

Gaussian noise (0.01) 0.9992 0.9985 0.9990 0.9992

Gaussian noise (0.05) 0.9961 0.9910 0.9973 0.9857

Gaussian noise (0.1) 0.9756 0.9573 0.9875 0.9579

Speckle noise (0.01) 0.9998 0.9997 0.9997 0.9993

Speckle noise (0.05) 0.9986 0.9989 0.9986 0.9963

Speckle noise (0.1) 0.9966 0.9945 0.9968 0.9805
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Consequently, the proposed method based on the QSVD has a good performance in
defending the scaling attack.   

4.3.4. Cutting attack

Cutting attack is performed on the watermarked host images, including 1/8 center cut-
ting, 1/8 left upper corner cutting, 1/8 row cutting and 1/8 column cutting. The attacked
watermarked images and the corresponding extracted watermarks are presented in
Fig. 10. In addition, all the NC values of the extracted watermarks are illustrated in
Table 5. When confronting different kinds of cutting attacks, the extracted watermarks
can still be identified by the human visual system and the NC values of the extracted
watermarks are larger than 0.8090. It mostly benefits from the watermark preprocessed
by the hyperchaotic encryption, which reduces the correlation between the adjacent
pixels of  the watermark image. Hence, the proposed color image watermarking scheme
based on hyperchaotic encryption is robust against the cutting attack.

(a) (b)(a1) (b1)

Fig. 9. Results of scaling attack. Watermarked host images Airplane : (a), (b) with scaling 0.5 and 2, re-
spectively. (a1), (b1) Extracted watermark images. 

T a b l e 4. NC values of the extracted watermarks after scaling attack. 

Scaling attack Peppers Baboon Sailboat Airplane

Scaling 0.5 0.9983 0.9994 0.9993 0.9985

Scaling 2 0.9993 0.9997 0.9997 0.9998
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4.3.5. Transform attacks of brightness and contrast

Simulation results on brightness change attack and contrast variation attack are demon-
strated in Fig. 11 and Table 6. Figure 11 shows that transform attack affects the extracted
watermarks slightly. However, the NC values in Table 6 indicate that the proposed wa-
termarking method could withstand the above transform attacks effectively. 

4.3.6. Other common attacks

Other common attacks are also executed on the watermarked host images and the cor-
responding experimental results are displayed in Table 7 and Fig. 12. The robustness

(a) (b)(a1) (b1)

Fig. 10. Results of cutting attack. Watermarked host images Airplane : (a)  with 1/8 center cutting,
(b) 1/8 left upper corner cutting, (c) 1/8 row cutting and (d) 1/8 column cutting. (a1)– (d1) Extracted
watermark images.

(c) (d)(c1) (d1)

T a b l e 5. NC values of the extracted watermarks after cutting attack. 

Cutting attack Peppers Baboon Sailboat Airplane

1/8 center cutting 0.9988 0.9989 0.9977 0.9981

1/8 left upper corner cutting 0.9991 0.9966 0.9978 0.9999

1/8 row cutting 0.8718 0.8396 0.8093 0.9907

1/8 column cutting 0.9316 0.8978 0.8831 0.8945
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of the proposed digital image watermarking scheme is acceptable, since the NC values
of the extracted watermarks are all larger than 0.9000.

According to the above simulation results on the robustness, the proposed color
image watermarking algorithm could be effectively resistant to the different attacks.

Fig. 11.  Results of transform attack. Watermarked host images Airplane : (a) with image brightening,
(b) image darkening, (c) contrast enhancement and (d) contrast weakening. (a1)–(d1) Corresponding ex-
tracted watermark images.

(a) (b)(a1) (b1)

(c) (d)(c1) (d1)

T a b l e 6. NC values of the extracted watermarks after transform attack

Transform attack Peppers Baboon Sailboat Airplane

Image brightening 0.9999 0.9990 0.9998 0.9984

Image darkening 0.9987 0.9967 0.9980 0.9939

Contrast enhancement 0.9882 0.9610 0.9638 0.9754

Contrast weakening 0.9791 0.9379 0.9277 0.9949

T a b l e 7. NC values of the extracted watermarks after other attacks. 

Attack Peppers Baboon Sailboat Airplane

Histogram equalization 0.9982 0.9344 0.9953 0.9066

Motion blur 0.9892 0.9327 0.9782 0.9993

Gaussian low-pass filtering 3×3 0.9978 0.9974 0.9979 0.9986

Median filtering 3×3 0.9965 0.9986 0.9982 0.9967
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4.4. Embedding capacity 

The embedding capacities of the schemes in [3,5] and the proposed scheme are col-
lected in Table 8. Since the embedded watermark is a 24-bit color image, while the
watermarks of the other schemes are binary, the embedding capacity of our proposed
scheme is higher than the other two schemes listed in Table 8. 

4.5. Robustness comparison

The PSNR value of the watermarked host image in the proposed scheme is 45.2271 dB,
which is larger than 36.4600 dB [3] and 43.2199 dB [5], thus the imperceptibility of
this scheme is the best. The NC values after different attacks are displayed in Table 9.
Obviously, most of the NC values of the extracted watermarks are higher than those

Fig. 12.  Results of other attacks. Watermarked host images Airplane : (a) with histogram equalization,
(b) motion blur, (c) Gaussian low-pass filtering and (d) median filtering. (a1)–(d1) Corresponding ex-
tracted watermark images.

(a) (b)(a1) (b1)

(c) (d)(c1) (d1)

T a b l e 8. Comparison of embedding capacity (bit/pixel). 

Scheme Watermark image Host image Embedding capacity

[3] 64×64 512×512×3 0.0052

[5] 64×64 512×512×3 0.0052

Proposed scheme 64×64×24 512×512×3 0.1250
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of the other two algorithms mentioned. It indicates that the proposed watermarking al-
gorithm performs better under these tested attacks. 

5. Conclusion

A robust color image watermarking method based on the DWT, the DCT, the QFrAT,
the QSVD and the genetic algorithm is put forward. To ensure the security of the em-
bedding information, the original watermark image is encrypted by a hyperchaotic sys-
tem. Furthermore, the color watermark image can offer a larger embedding capacity
for the watermarking scheme. The transform coefficients are encrypted by the QDFrAT
and the stability of this scheme is improved by the QSVD further. More importantly,
the robustness and the imperceptibility of the watermarked host image are balanced
by the GA algorithm. It is demonstrated that the dual color images watermarking
scheme is effective and secure against different common attacks, including JPEG com-
pression attack, noise attack, filtering attack, brightness variation attack, contrast
change attack, scaling attack, cutting attack, etc. The designed watermarking algorithm
is non-blind, since the information of the host image is demanded in the watermark
extraction process. In the future, a blind dual color images watermarking method based
on the quaternion theory will be discussed.
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