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A novel optical image encryption is proposed based on multiplexing of the random phase encoding
with shift and rotation operations in domains of two transforms, extended fractional Fourier trans-
form (eFrFT) and Fresnel transform. The original image is subjected to eFrFT with the action of
the random phase mask. The mask is shifted and rotated to enhance the security of this encryption
method. The image obtained from eFrFT is entered into Fresnel diffraction by the use of the phase
mask to obtain the final encrypted image. We plan for the phase keys to be multiplexed in order
to decrease the amount of keys that need to be stored in an application. Here, the displacement,
rotation angle, and wavelength in this system can be used as additional keys to improve the security
and reliability of the encryption system. Numerical experiments are conducted to verify the effec-
tiveness and security of the method. The findings demonstrate that the keys are sufficiently sensi-
tive for high security. 
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1. Introduction

With the development of information technology, the safe transmission and storage of
image data have become vital. Due to its great size and information processing capac-
ity, image encryption technology has become an important means of information secu-
rity, which has drawn a lot of interest. It is to reconstruct the image information that can
be recognized by the naked eye into a noise-like image to achieve the purpose of pro-
tecting pattern information. The image encryption technology based on optical systems
has the advantages of high-speed parallelism, a huge volume of information, a large
key space, and robustness under attack, and has been swiftly developed recently.
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The Fourier-domain double random phase encoding (DRPE) was proposed by
REFREGIER and JAVIDI [1] and it is a classical work in the field of optical information
security [2]. Since then, optical transform technology has been used to develop and
expand DRPE-related optical image encryption techniques. UNNIKRISHNAN et al. pro-
posed a double random phase coding algorithm based on the fractional Fourier trans-
form with the addition of fractional order as a key [3]. SITU and ZHANG proposed image
encryption based on Fresnel transform [4]. YE and ZHOU extended the optical encryp-
tion into Hartley domains [5]. CHEN et al. designed an encryption technology in gyrator
transform domains [6]. In addition, some optical image encryption methods based on
interference [7], phase recovery algorithms [8], ghost imaging [9], computational holog-
raphy [10], digital holography [11], fractional discrete Meixner moments [12], diffrac-
tion imaging [13], extended fractional Fourier transform (eFrFT) [14], compressed
sensing [15-17], twin decomposition [18], discrete Tchebyshev moments [19] and frac-
tional-order laser hyperchaotic system [20] have been proposed. Here optical trans-
forms [21] and methods for generating random data are combined to design encryption
methods. These methods belong to linear operations and have potential risks. As a pos-
sible scheme to develop a new method, a cascaded encoding structure [22-26] can en-
hance security in an optical information hiding system.

As a way of obtaining random data, chaotic systems are used in a variety of image
encryption algorithms because of their excellent properties such as high sensitivity to
initial values and parameters, hybridization, fast decaying autocorrelation, long-term
unpredictability, overall stability, local instability, and pseudo-randomness. The com-
bining optical information security technology with chaos theory [27,28] can construct
a more effective and secure encryption algorithm with the advantages of high security.
In optical image encryption, firstly, it is applied to dislocation operation in the image
encryption process [29]; secondly, it is used to generate a chaotic random phase
mask (RPM) [22,25,30]. This also offers a suggestion for the future development of
image encryption that we should combine calculation strategy and optical system to
improve the performance of image encryption schemes from the aspect of multi-stage
operations. 

In this work, we present an optical image encryption method that uses phase en-
coding multiplexing in the eFrFT and Fresnel domains after shifting and rotating. First,
a single lens and a spherical mirror are used to accomplish optical transformation tech-
niques. Second, to generate random phase masks, chaotic mapping is used. Then, in
order to fulfil the purpose of simplifying the encryption system by using the random
phase masks, random phase masks are translated and rotated. For the purpose of illus-
trating the effectiveness of the suggested encryption approach, some calculated results
have been attained. 

The rest of this paper is organized as follows. The methods for the encryption
scheme are given in Section 2. The implementation process of the encryption scheme
is shown in Section 3. The numerical simulation results of the encryption scheme are
presented in Section 4. The summaries are listed in the final section.
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2. Methods

2.1. An optical system for the proposed encryption method

In Fig. 1, an optical system of proposed encryption is shown. Here optical eFrFT
[31,32] is used for constructing the optical experiment. The original image is imported
by a spatial light modulator (SLM) and is converted by eFrFT with the lens L2. The beam
will transit beam splitter (BS) and RPM. The RPM applied in this paper is in pure phase
form. Here, RPM can be rotated and shifted for designing additional keys. In addition,
RPM is employed twice for phase encoding. The mirror M1 is to finish the second eFrFT
via the reflection structure. The output of the transform is diffracted through BS and
enters the charge-coupled device (CCD). And a reference beam is utilized to record
the phase distribution of the diffraction pattern. The received random pattern will be
regarded as the encrypted image of this method. All distance parameters are marked
in Fig. 1.

2.2. Improved Hénon map

The Hénon map [33,34] is a well-known two-dimensional discrete-time system. To
further guarantee the security of the system, the Hénon map is improved to operate on
the random phase masks after translational and rotational transformations. Its im-
proved version is defined as

(1)

Fig. 1. An optoelectronic hybrid system to implement image encryption process. SLM: spatial light mod-
ulator; BM: beam splitter; RPM: random phase mask; L1, L2: lens; M1, M2: mirror.
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where α1 and β1 are the external control parameters and n is an integer. When α1 = 1.4
and β1 = 0.3, the system appears as a strange attractor and is in a chaotic state. The u
and v are scaling multipliers based on the size of the original image. From Eq. (1),
the x and y sequences can be generated. Then the variable pair (x, y) is mapped as co-
ordinate values from the first random phase mask to the second random phase mask.
The initial value of x is determined by the displacement associated with the transla-
tional transformation, and the initial value of y is determined by the rotation angle, as
shown in Eq. (2), where h and w are the height and width of the original image, re-
spectively. θ  is the rotation angle, and (Δx, Δy) is the displacement. This process further
increases the sensitivity of the key and thus the security of the optical system.

(2)

3. Proposed scheme 

3.1. Image encryption scheme

As can be seen from Fig. 2, the L2 lens is used for the optical implementation of the
first eFrFT. The second eFrFT in the experiment is implemented by the spherical mir-
ror M1, which is in front of the RPM produced by Lozi mapping [35]. The RPM can
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Fig. 2. Schematic diagram of the encryption process.
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be shifted and rotated when recording images. This process is implemented by using
interpolation on a computer for simulation.

By using the lens L1 and spatial light modulator (SLM), the original image I(x, y)
is encoded and irradiated by a uniform beam and placed in the input plane of eFrFT
composed of a single lens system. The diffraction process can be expressed as

(3)

Here d  is the distance from L1 to SLM and λ is the wavelength. Then continued to
propagate a distance d1, the beam passes through a lens L2 and again propagates a dis-
tance d2 to reach the output plane. This process can be addressed as

(4)

After encoding the image I1(x1, y1) by the random phase mask, the optical field on
the right side of the mask is obtained as

(5)

where the function RPM1 is a chaotic random phase mask generated by the Lozi map-
ping. It is then encoded into pure phase form, which can be expressed mathematically
as exp[iꞏ2πꞏRPM1]. Then the second eFrFT is performed through the spherical mir-
ror M1 to reach the output plane and can be written as

(6)

Encoding again with the RPM, the light field on the left side of the mask is given
as follows: 

(7)

To obtain the RPM2, the initial RPM is first rotated and translated. Then, the im-
proved Hénon mapping is used. It is also encoded in pure phase form. The shift pa-
rameters (Δx, Δy) and rotation angle θ can be utilized as additional keys to strengthen
the encryption system’s security. Following the BS operation, the beam propagates to
the CCD plane at a distance of d5, where it finally acquires an encrypted image. It is
listed as

(8)

3.2. Image decryption scheme

The decryption process is the opposite of the encryption process; in order to have the
right decrypted image, the proposed scheme must have the right key (RPM, wave-
length, shift parameter, and rotation angle) and other right physical characteristics.
The flowchart of the decryption process is shown in Fig. 3.

I0 x0 y0  Fd λ I x y  =

I1 x1 y1  Fd1 λ I0 x0 y0  =

I2 x1 y1  I1 x1 y1  i 2π RPM1 exp=

I3 x2 y2  Fd3 λ I2 x1 y1  =

I4 x2 y2  I3 x2 y2  i 2π RPM2 exp=

I5 x3 y3  Fd5 λ I4 x2 y2  =
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Firstly, the encrypted image  can be obtained by inverse Fresnel diffrac-
tion transformation as

(9)

After modulating  and the complex conjugate encoding of the random
phase mask R2(x2, y2) obtained through shift and rotation transformation, 
is obtained as shown in the following formula

(10)

By implementing the inverse eFrFT of spherical mirror M1 for , and the
expression can be obtained as

(11)

After the complex conjugate encoding of  and the initial RPM R1(x1, y1),
the expression can be shown as

(12)

The decrypted image is obtained by eFrFT of lens L2 on  as

(13)

Fig. 3. Schematic diagram of the decryption process. 

I'1 x2 y2 

I'4 x2 y2  F d– 5 λ I5 x3 y3  =

I'4 x2 y2 
I'3 x2 y2 

I'3 x2 y2  I'4 x2 y2  i– 2π RPM2 exp=

I'3 x2 y2 

I'2 x1 y1  F d– 3 λ I'3 x2 y2  =

I'2 x1 y1 
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4. Numerical simulation and analysis

Several tests are conducted in this part to assess the efficacy of our suggested encryption
scheme. The physical parameters used for encryption and their values are listed in
Table 1, where λ is the wavelength, d1, d2, and d3 are the distance parameters for per-
forming eFrFT; d5 is the distance of Fresnel diffraction; θ and (Δx, Δy) are the rotation
angle and shift parameters of RPM. In this paper, RPM is presented in the plural form. 

As can be seen from Fig. 4, the four original secret images and the RPM are
256 × 256 grayscale images. Their corresponding encrypted image is shown in Fig. 5.
As can be seen from Fig. 5, the encrypted image resembles the noise and hides the in-
formation of the original image very well. The decryption results of the four ciphertext
images are listed in Fig. 6, which are consistent with the original images. As a result,
the scheme effectively encrypts and decrypts the original image.

In the numerical simulation, the images from Fig. 4 are used as the original images
to be encrypted for the security analysis of the algorithm. The algorithm is assessed in

T a b l e 1. The physical parameters in the encryption system.

Parameters Values Parameters Values 

λ 632.8 nm d2 20 cm

θ π/6 d3 10 cm

(Δx, Δy) (30 px, 50 px) d4 20 cm

d1 30 cm d5 40 cm

Fig. 4. (a)–(d) Four original grayscale images, (e) RPM. 

Fig. 5. Four encrypted images. 



454 ZHIHUI LI et al.
terms of key sensitivity, noise resistance, and cropping resistance by using the mean
square error (MSE) function, and the correlation coefficient (CC). In addition, the
anti-statistical analysis is tested by histograms, information entropy, and inter-adjacent
pixel correlation to represent. 

4.1. Histogram analysis

The grayscale values’ statistical correlation characteristics are described by the histo-
gram. Ideally, the encryption algorithm can resist the histogram statistical analysis at-
tack, when the histogram distribution of the ciphertext image is consistent. We acquire
the grayscale histograms of the original and ciphertext images following simulation
to evaluate the suggested encryption method. As demonstrated in Figs. 7(a)–(d), the

Fig. 6. Four decrypted images. 

Fig. 7. Histograms of the original image. 

Fig. 8. Histograms of the encrypted image.
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histogram distributions of the four original images under test differ and include some
pixel information of the respective images with obvious statistical patterns. While the
histogram distributions of the corresponding four ciphertext images are uniform and
almost identical in appearance, there are no similarities with the original images, as
shown in Figs. 8(a)–(d). As a result, it is difficult for the attacker to obtain effective
information through the statistical analysis route.

4.2. Entropy analysis

Entropy analysis is a measure of the randomness of the information [36] and calculates
the spread of each gray-level pixel in the image. The amount of confusion or ambiguity
in information is measured by something called information entropy. In image encryp-
tion, a higher information entropy indicates a more uniform distribution of pixel values
in an image, so it is the more difficult for an attacker to crack it. The entropy value of
a good encryption method [12] is near to 8, whereas that of a bad encryption method
is close to 0. Ciphertext images with entropy values close to 8 indicate better perfor-
mance of the encryption algorithm. As can be seen, the information entropy H (x) is
calculated as 

(14)

where P(si) represents the probability of occurrence of gray value i. In this paper, the
images are normalized and their grayscale values are between 0 and 1, so the grayscale
histogram is used to count their probabilities during the calculation. The four grayscale
images and their entropy values are displayed in Fig. 9. The data tested here are re-
spectively changed to λ = 632.81 nm, θ = 50, (Δx, Δy) = (20, 50) based on the original
parameters. As can be seen from Fig. 9, all entropy values are greater than 7.6, which

H s  P si  log2 P si 
i 0=

N 1–

–=

Fig. 9. Entropy values of four images.
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is close to the ideal value of  8. This indicates that the ciphertext images have strong
randomness and conceal any useful plaintext information. It can withstand information
entropy attacks well. 

4.3. Pixel correlation analysis

Analyzing two or more variables with correlation to gauge how closely the variables
are correlated is known as correlation analysis. An attacker can frequently utilize this
attribute to deduce and forecast the gray value of the next pixel to recover the entire
plaintext image because one pixel has a tendency to leak information about its nearby
pixels. These strong correlations must be broken to avoid statistical attacks. Ordinarily,
a plaintext image’s nearby pixels have a correlation that is close to 1, while a ciphertext
image’s neighbors should have a correlation that is close to 0. 

The correlation coefficient between neighboring pixels in an image is given as 

(15)

In the above equation, y is the neighboring pixel of x, N is the total number of pixels
in M × N images, and ρ (x, y) is the correlation between two neighboring pixels.
cov(x, y) is the covariance at two-pixel points of x and y. D (x) is the variance, E (x)
and E (y) is the mean. In horizontal, vertical, and diagonal directions, 1000 pairs of
neighboring pixels are randomly selected. The correlation pixel distribution of  Fig. 4(a)
in the horizontal, vertical, and diagonal directions is shown in Figs. 10(a)–(c). The cor-

ρ x y 
cov x y 
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T a b l e 2. Correlation coefficients of different images.

Image Horizontal Vertical Diagonal

(a)
0.9744 0.9708 0.9542

0.0077 0.0538 0.0183

(b)
0.9458 0.9652 0.9360

0.0369 0.0262 0.0270

(c)
0.9105 0.9193 0.8444

0.0213 0.0499 0.0362

(d)
0.8870 0.9206 0.8134

0.0205 0.0343 0.0182
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relation pixel distribution of the encrypted image is shown in Figs. 10(d)–(f ). The cor-
relation coefficients of the adjacent pixels of the four grayscale images and their
corresponding ciphertext images are listed in Table 2. The distribution of neighboring
pixels in the original image is highly concentrated and the correlation coefficient value
is close to 1, which indicates that the correlation of the original image is strong, while
the distribution of neighboring pixels in the encrypted image is random and the corre-
lation coefficient value is close to 0. As a result, this image encryption scheme can
successfully prevent information leakage, making statistical analysis attacks some-
what useless against it.

4.4. Sensitivity analysis 

A key indicator of an encryption system’s resistance to brute-force attacks is key sen-
sitivity. The sensitivity of the encryption scheme should be evaluated from two aspects.
First, slight variations in input keys during encryption should result in entirely distinct
ciphertext images; second, slight variations in the correct decryption key during de-
cryption will not effectively recover the original image. Therefore, both the encryption
and decryption processes are covered in this section.

In the encryption phase, use key sensitivity (KS) to evaluate the key sensitivity of
the encryption phase. The mathematical definition of KS is 

Fig. 10. The correlation plots of the original image and the corresponding encrypted image: (a) horizontal
correlation of the original image, (b) vertical correlation of the original image, (c) diagonal correlation
of the original image, (d) horizontal correlation of the encrypted image, (e) vertical correlation of the en-
crypted image, (f ) diagonal correlation of the encrypted image. 
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(16)

(17)

where M × N is the total number of image pixels in the image. The range C and C' are
two cipher images corresponding to the same original image, but with a small change
in the key value. The sensitivity analysis of the wavelength is listed in Fig. 11. The two
values of wavelength, 632.8 and 632.9 nm, are used in the test. Two ciphertext images
at different wavelengths are shown in Figs. 11(a) and (b). Their difference is drawn in
Fig. 11(c). Here the value of  ρ is 0.0021, which is almost close to 0, and the KS values
of the two ciphertext images reach 100%. It can be seen that the ciphertext image gen-
erated by key encryption is completely different with only minor changes. Therefore,
key changes have a significant impact on the suggested encryption technique. 

Similarly, Fig. 12 shows the various encryption outcomes with various RPMs. In this
instance, the correlation coefficient between the two encrypted images is virtually zero
(0.0020); its KS value is 100%. RPM is hence sensitive in this scheme’s encryption stage. 

In the decryption stage, MSE is used to evaluate the quality of a recovered image.
MSE is defined as 

KS
1

M N
-------------------- C m n  C' m n  100%

n 1=

N


m 1=

M

=

C m n  C' m n 
1 C mn  C' m n 

0 otherwise



=

Fig. 11. Sensitivity analysis of wavelength: (a) encrypted image 1, (b) encrypted image 2, (c) difference
between encrypted image 1 and encrypted image 2.

Fig. 12. Sensitivity analysis of  RPM: (a) encrypted image 1, (b) encrypted image 2, (c) difference between
encrypted image 1 and encrypted image 2.
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(18)

where Io is the original image, and Ir is the recovered image. (M , N ) is the size of the
image. The rotation angle, shift, and wavelength parameters of random phase keys
were all subjected to sensitivity analysis. The MSE plots and correlation coefficient
plots for the wavelengths are presented in Figs. 13(a) and (b), respectively. Similarly,
the rotation angle is shown in Figs. 14(a) and (b). Figure 15 shows the two-dimensional
plot of the shift amount (Δx, Δy). From Figs. 13(a) and (b), it can be seen that none
of the correct decryption results can be obtained when the wavelength deviation is
0.01 nm. Figures 14(a) and (b) can be obtained that the correct decrypted image is not
obtained even with a deviation of 0.01 of the rotation angle.  

The results in Fig. 15 for the sensitivity of the shift parameter are likewise prom-
ising. The parameters’ MSE values rise significantly and their correlation coefficient
values fall sharply when they are vary marginally from the correct values. This analysis

MSE mse Io Ir  1
M N

-------------------- Io m n  Ir m n –
2

n 1=

N


m 1=

M

= =

Fig. 13. Sensitivity analysis of wavelength: (a) MSE plot, (b) CC plot.

Fig. 14. Sensitivity analysis of rotation angle: (a) MSE plot, (b) CC plot.
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demonstrates that when keeping other relevant parameters constant, one of the keys
cannot get the correct decrypted image in the event of deviation or error. Therefore,
the proposed optical image encryption scheme proposed in this paper is sensitive to
the change of key.  

By altering the RPM throughout the decryption process, the decryption outcome
can be seen. The decryption result graphs for a correct phase mask and an incorrect

Fig. 15. Sensitivity analysis chart of displacement amount.

Fig. 16. Four decrypted images under different RPM.
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phase mask are shown in Figs. 16(a)–(d), respectively. It is clear from the comparative
results in Fig. 16 that the phase mask is sensitive enough to serve as a key.

4.5. Analysis of noise attack

The communication channels over which the image information is transferred are re-
sponsible for the addition of some noise in the form of degradation or distortion [37].
To corrupt the useful information, the attacker may introduce noise into the en-
crypted image so that the user cannot successfully recover the original image after de-
cryption [38]. In this situation, it is important to know if the decryption method can
still recover the essential details of the original image from the distorted ciphertext
image. Therefore, we need to evaluate the robustness of the encryption algorithm in the
face of noise attacks. We apply the following noise treatment to the encrypted image as

C' = C (1 + kG ) (19)

where C denotes the ciphertext image, C′ denotes the ciphertext image affected by
noise, k is the coefficient of the noise intensity, and G denotes Gaussian random noise
with a mean of  0. Figures 17(a)–(f ) show the decrypted images corresponding to the
Gaussian noise-affected ciphertext images when the noise intensity factor is set to 0, 0.2,
0.4, 0.6, 0.8, 1.0, respectively. The MSE values of these decrypted images and the orig-
inal images are 0, 0.0058, 0.0224, 0.0488, 0.0856, and 0.1347. From the simulation
results obtained in Fig. 17, it can be seen that the decrypted image can be recognized
even when the noise intensity reaches the maximum value of 1.0.

Fig. 17. Decryption results for varying Gaussian noise strength k. 
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Figure 18(a) represents the graphs of different noise intensities for a mean of  1 and
variances of  0.8, 1.0, and 1.2. As can be seen, even though the decrypted image is no
longer visible when the variance hits 1.2 and the noise intensity is 0.6, it still retains
its fixed contour information. The four original images and their corresponding de-
crypted images are shown in Fig. 18(b) as MSE plots with varying noise intensities at
a mean value of  0 and a variance of  1. Although the decryption effect decreases sig-
nificantly after the strength of Gaussian noise is greater than 0.5, it can be seen that
the algorithm has good resistance to Gaussian noise.

The correlation coefficients of the decrypted images under the influence of
Gaussian noise are listed in Table 3, where the mean is 0, the variance is 1 and the noise
intensity is 0.4. We can observe from the data in Table 3 that the four decrypted photos
still have high quality. Therefore, it can be known that the encryption system is robust
to Gaussian noise attacks. 

4.6. Analysis of occlusion attack

The occlusion attack refers to the loss of data or cropping of a portion of an image due
to noisy channels. The cryptosystem should be capable of recovering the appropriate
amount of information even after some occlusion in data. An effective method to gauge
an encryption system’s robustness is its capacity to withstand a specific level of oc-
clusion assault. As illustrated in Figs. 19(a1)–(c1), we simulate ciphertext pictures in
this research with information loss of 12.5%, 25%, and 50% (the lost information is
replaced with a 0 value). Their decrypted images are as shown in Figs. 19(a2)–(c2),

Fig. 18. (a) MSE plots for varying noise intensities with different variances, (b) MSE plots for different
images with varying noise intensities. 

T a b l e 3. Correlation coefficient between adjacent pixels of four decrypted images. (The tested
encrypted image is Fig. 4(a)–(d) with mean 0, variance 1, and k = 0.4.)

Image (a) (b) (c) (d)

Horizontal 0.6222 0.5316 0.7196 0.6027

Vertical 0.5157 0.5735 0.7146 0.6563

Diagonals 0.5313 0.4467 7.7444 0.6217



High-security image encryption by multiplexing phase encoding... 463
respectively. Figures 19(d) and (e) show the MSE plot and correlation coefficient plot
under different masking strengths of four images, respectively. From the simulation
results, it can be seen that the feature information of the original image can still be
obtained from the decrypted image, even if some information of the ciphertext image
is lost. This shows that the encryption method has strong robustness to the occlusion
attack.

5. Conclusion

A new effective optical encryption system is designed using a cascaded eFrFT with
the Fresnel transform. The method uses wavelength, shift parameters, and rotation an-
gle as extra security keys to strengthen the system’s security. Among them, single-lens
and spherical-mirror optical systems are used to implement the eFrFT. In order to im-
plement the chaotic random phase mask, Lozi mapping is adopted. Hénon mapping is
also applied to operate on the shifted rotational transformed random phase mask, where
the operation is in turn related to the wavelength, shift parameter, and rotation angle,
further increasing the robustness of the encryption system. The random phase mask is
multiplexed, which reduces the amount of key storage required, gets rid of the require-
ment to store an additional random phase mask, and makes the encryption procedure
less complicated. Experimental results demonstrate the feasibility and effectiveness of
the scheme.

Fig. 19. Analysis chart of occlusion attack.
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