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After the concept of  X-ray communication was proposed, its application in complex electromag-
netic environment has received more attention, such as data transmission in re-enter special electro-
magnetic condition. In this article, a new type of  X-ray source was introduced firstly, which was
expected to generate multiple characteristic lines and achieve wavelength division multiplexing
technology in X-ray band. Then an experimental platform was built for analyzing transmission
characteristics of  X-ray photon in various plasma media. Finally, the calculation model for a link
power equation was given. Experiment results show that transmittance of 8–18 keV X-ray signal
is relatively stable, atomic numbers from 29 to 42 are the most suitable materials for wavelength
division multiplexing, the X-ray communication system is expected to realize about 200 kbps data
transmission rate in adjacent space.
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1. Introduction

In 2007, Keith Gendreau, a physicist from NASA’s Goddard Space Flight Center, in-
troduced XCOM (XCOM, X-ray communication) for the first time [1]. XCOM method
uses X-ray photons as carriers to realize information transmission. Thus, XCOM has
the following merits [2]: firstly, X-ray carrier has a higher photon energy, usually on the
orders of keV. Therefore, it is expected to be used in the field of deep space commu-
nication. Secondly, based on the high frequency and low divergence angle character-
istics, XCOM is expected to transmit large amounts of data in a short time and reduce
the risk of eavesdropping. Finally, owing to the strong penetrating power of  X-ray pho-
ton, XCOM can be used for some special fields, such as data transmission through
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a steel plate shield or plasma sheath environment. Many scholars have conducted related
research in the field of  XCOM since the concept was introduced. In 2015, Dr. Keith
Gendreau has verified the concept of  XCOM by using an ultraviolet modulated X-ray
source [3]. In 2012–2015, ZHAO et al. established a XCOM demonstration system in
a 10 m vacuum pipe based on Wolter-ⅠX-ray focusing optics and X-ray detector. Their
system can achieve about Mbps transmitting speed [4]. In 2017, LI et al. introduced
a XCOM method on the basis of a laser modulated X-ray source [5]. However, their
scheme has no relevant experimental data [5, 6]. In 2018, LI et al. has analyzed the trans-
mittance of  X-ray signals in a static plasma medium for the first time [7]. Experiments
results indicate that X-ray signals can transmit information under the plasma medium,
but the number of photons emitted by a digital X-ray source limits the communication
index [7, 8]. In 2019, NASA has launched a modulated source for spatial XCOM, plan-
ning to achieve a 50 m XCOM experiment verification on ISS (ISS, International Space
Station) in the next few years [9]. However, throughout the development trend of
XCOM technology, increasing the number of emitted X-ray photons is a key factor in
improving the core communication parameters (distance, speed and bit-error ratio).

For the existing X-ray generation and modulation schemes, there are NASA’s ultra-
violet LED modulation (similar to Li’s scheme), Standford’s filed emission modulation
and Zhao’s grid-control X-ray source [10]. NASA and Standford’s method has expe-
rienced a twice energy conversion process from ultraviolet light energy to free elec-
trons and then to emit X-ray photons. Due to the limitation of electron multipliers, the
number of emitted photons was limited. As a result, they can only offer 103–106 cps
order of emitted photons.

However, as for the grid-control X-ray source, although it experienced an energy
conversion process and the number of emitted electrons is about 1014–1015 cps order,
the electron-X-ray conversion efficiency is only 10–4–10–6 and the electron transmit-
tance of the grid part is about 20%–30% [11]. In addition, considering the factors of
heat dissipation, the output power of  X-ray source cannot be increased indefinitely.
For the existing XCOM method, IM/DD (intensity modulation/direct detect) is widely
used, the characteristic spectrum of  X-ray source cannot be fully utilized and commu-
nication parameters are limited.

In this paper, a novel structure of  X-ray source is introduced to realize WDM
(WDM, wavelength division multiplexing). Then, a glow discharge and alkali metal
plasma generator are used to analyze the transmittance of  X-ray signals under different
characteristic spectrum energy segments. The suitable characteristic lines for informa-
tion transmission in blackout region were introduced. Finally, in the light of  X-ray
generation and detection mechanism, a calculation model between X-ray power and
communication indicators is proposed and analyzed.

2. Simulation and analysis

WDM technology is mature in the field of wireless optical communication, but has
not been used in X-ray band. The reason is that the existing X-ray source cannot si-
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multaneously generate X-ray signals of multiple energy segments. In order to realize
the WDM technology in X-ray band, we designed a multi-anode target X-ray source;
the schematic can be seen in Fig. 1.

In this X-ray tube, filament heating first produces free electrons, and then these
free electrons are accelerated and controlled by the grid part inside a tube. Finally, by
controlling the magnetic focusing pole, the modulated electrons are guided to bom-
barded different anode targets and next they generate different characteristic lines.
However, for this end-window style X-ray source, when the electrons bombard the an-
ode target and generate X-ray photon, part of the emitted X-rays are re-absorbed and
the number of emitted photons are restricted [12]. Then the relationship between the
emitted X-ray carrier and the anode thickness can be expressed as:

(1)

where ρ is the density of the anode, μ is the mass absorption coefficient (unit cm2/g),
Iin and Iout are the intensity of incident and emitted X-ray signals, respectively. When
the number of incident electrons is about 3 × 1016 cm–2, the relationship between the emit-
ted X-ray photons (cps/cm2) and the anode target thickness (μm) can be seen in Fig. 2.

According to the simulation results of MCNP (MCNP, Monte Carlo N-particle
transport code) software, the optimal target thickness is generally on the order of micro-
meter [13]. As the anode voltage increases or atomic number decreases, the optimal
target thickness presents an increasing trend. Then the proportion of characteristic
spectra under different optimal target thicknesses can be simulated, which is shown
in Fig. 3.

When the anode voltage exceeds the K series excitation potential of metal, for lower
atomic numbers, the proportion of characteristic spectra is relatively higher. For a high-
er atomic number, such as molybdenum, tungsten, etc., the specific gravity of continuum
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Fig. 1. The structure of WDM X-ray tube. 
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spectrum gradually rises. The efficiency of continuum spectrum in a general X-ray tube
can be expressed as [14]:

(2)

where α = 1.5 × 10–6, Z is the atomic number of the metal anode target, and U represents
the anode voltage (unit in kV). Considering the application of  XCOM in adjacent space
condition, the metal anode target with more characteristic spectra and lower atomic
number will have a better prospects. Therefore, taking into account the characteristic
lines of common metal anode targets, for the general 4–18 keV characteristic spectrum,
whether it can penetrate the plasma sheath of the adjacent space becomes a key factor.

3. Experiment

It is well known that the transmission model of electromagnetic waves in plasma me-
dium can be regarded as studying the relationship between carrier frequency and plas-
ma frequency. As shown in Eq. (3), the plasma frequency fp is determined by the
electron density ne. If the carrier frequency is much greater than plasma frequency, the
transmission co-efficiency of the signal carrier is close to 100% [15, 16]. 

(3)

However, since the X-ray carrier has a shorter wavelength and strong particle char-
acteristics, it may interact with the particles in plasma sheath and affect the transmis-
sion characteristics. Therefore, it is necessary to verify the characteristics of X-ray
photon in plasma medium. 

In order to study the instantaneous and average transmittance of  X-rays carrier in
different plasma medium, based on different types of plasma source, the XCOM-plas-
ma demonstration system can be build. Thus, transmission characteristics of  X-rays
carrier in quasi-uniform and dynamic-dusty plasma medium can be obtained and ana-
lyzed, which could provide an experimental basis for the feasibility of  XCOM trans-
mission in blackout regions.

3.1. Quasi-static plasma medium experiment

For the sake of measuring the transmittance of  X-ray signals in quasi-uniform plasma
media, a XCOM-plasma experiment system was built based on glow discharge plasma
sources [17, 18], which is shown in Fig. 4. 

In this plasma source, argon gas was ionized by the ring electrode inside a vacuum
chamber and generated a quasi-uniform plasma medium. The electron density of the
plasma medium ranges from 6.2 × 1016–1.23 × 1017 m–3, the length of the plasma me-
dium is 18 cm.
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According to the experimental results from NASA, the electron density of re-enter
plasma medium ranged from 1015 to 1020 m–3. Therefore, this type plasma source can
simulate the re-entry condition to a certain extent. In this experiment, a modulated
grid-control X-ray tube and SDD (SDD, silicon drift X-ray detector) were fixed at both
sides of the plasma chamber. The maximum anode voltage of X-ray tube can reach
25 kV. The upper limit of plasma electron density is about 2.5 × 1017 m–3. Then we
tested the transmittance of  X-ray photons under different characteristic spectrum seg-
ments, which can be seen in Fig. 5.
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Fig. 4. Schematic (a) and view (b, c, d) of the experimental setup of X-ray interact with quasi-static plasma.
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As shown in Fig. 5, when the plasma electron density stays constant, with the in-
crease in anode voltage, the transmittance of  X-ray carrier gradually raises. As the car-
rier energy increases, the transmittance of X-ray photon increases firstly and then
remains stable. Moreover, when the electron density of plasma medium rises, the trans-
mittance of  X-ray carrier generally decreases. But the transmittance of various electron
density presents a constant trend. When the incident carrier energy exceeds 8 keV, the
transmittance of  X-ray signal is basically unchanged under the same plasma parame-
ters. Thus, X-rays carrier can penetrate plasma medium and WDM technique in X-ray
band can be realized by using an energy-resolved detector.

3.2. Dynamic-dusty plasma experiment

Although the glow discharge plasma source can generate a plasma medium which has
the plasma electron density approach blackout condition, this type of plasma medium
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cannot effectively simulate the dynamic, dusty and heat characteristics of the re-enter
condition. Thus, an alkali metal ionization plasma source was used for simulating the
dynamic and dusty plasma medium [19–21], the advantages are as follows:

Fig. 6. Schematic and experiment setup of  XCOM in dynamic and dusty plasma medium. Schematic (a),
experimental site (b), dynamic and dusty plasma jet (c), alkali metal condensed on an observation win-
dow (d), and X-ray transmission window (e).
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1) The plasma electron density is relatively higher than a general glow discharge
plasma source (about 1015–1020 m–3).

2) The duration time of plasma plume is about 10 min, the plasma temperature at
nozzle part is close to 1800 K. 

3) The plasma flow generated at the nozzle part has a dynamic, non-uniform and
dusty characteristics, which is close to the blackout condition.

In addition, the plasma thickness is about 15–20 cm, the pressure of this chamber
is 10–4 Pa. Therefore, based on this plasma sources, a XCOM experimental platform
was constructed to measure the transmittance under various energy segments, which
can be seen in Fig. 6.

In this experiment, a Langmuir probe was used for detecting the electron density
at different times; the results can be seen in Fig. 7. 

When the plasma generation conditions stay constant, with the ionization of alkali
metal, the electron density of a dusty plasma jet gradually increases and reaches the
maximum value. After the reduction of alkali metal materials, the electron density con-
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stantly decreases to the normal value. The peak electron density and duration time of
this type of a plasma source is 1.85 × 1018 m–3 and 10 min, respectively. Then the av-
erage transmission co-efficiency under various energy bands were tested, as shown in
Fig. 8.

As shown in Fig. 8, when the photon energy increases, the transmittance co-efficien-
cy first increases and then remains stable, and the average transmittance in dynamic
-dusty plasma medium is relatively lower than the glow discharge source. The reasons
can be explained as follows [22, 23]: 

1) The plasma electron density is relatively higher, and the interactions between
X-ray carriers and particles become more frequency.

2) The unionized and partially ionized alkali metal particles will have a certain
degree of blocking effect on the emit X-ray signals. 

3) The dynamic effects of the plasma will have a certain degree of additional mod-
ulation effect on the X-ray signals, which has some influence on the signal transmission.

According to the results from the above experiments, when the photon energy of
transmittance signal is greater than 8 keV, the transmission co-efficiency tends to be
stable. Therefore, taking into account the efficiency of the high voltage module and
the existing X-ray detector, the metal material with atomic numbers from 29 to 42 are
most suitable for WDM (with characteristics spectrum 8–18 keV). For blackout region
communication, it is not necessary to use a hard X-ray carrier, as long as the photon
energy is greater than a certain threshold, and the X-ray signal can effectively penetrate
the plasma sheath.

4. Restriction and discussion

For any communication system, the emit source and detector are important factors
limiting communication indexes, and XCOM is no exception. In the detect part, the ex-
isting SDD has an energy resolution of 125 eV, and the maximum counting rate is about
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5 Mcps, which satisfies the transmission requirement of re-enter condition [24, 25].
Because of the X-ray generation mechanism’s restriction, the number of emitted pho-
tons is a key factor which restricts the improvement of the communication index. Based
on a XCOM model, the link power transmission equation is

(4)

where PT represents the output power of  X-ray tube, which was limited by the X-ray
generation mechanism and anode target thermal load capacity; T represents the trans-
mittance of X-ray signal in re-enter plasma condition; ηf and ηd are the efficiency of
collimation optics and detectors, respectively; AE is the effective collection area of the
X-ray focusing optics; L is the transmittance distance, ω is the divergence angle of the
emit carrier; V is the communication speed, E and ks are the average photon energy
and the number of photons per bit, respectively [7].

In order to analyze the constraints between the XCOM links, set the parameters as
follows [26–28]: the emitted X-ray power PT = 5 W, the average transmittance of
X-ray carrier (~10 keV) is 70%. For a general Wolter style X-ray optics, ηf = 0.18%,
AE = 5400 mm2, ω = 3 mrad, the transmittance distance L = 100 km, and the detect
efficiency of SDD is about 100%. According to the BER (BER, bit error ratio) calcu-
lation model of  XCOM system, when the BER order is 10–3, 10–4 and 10–5, ks should
be 5, 7 and 9 cps. 

As seen from Fig. 9, simulation results indicate that with the reduction in average
photon energy and BER order, the transmittance speed of XCOM system can be in-
creased to some extent. When the average photon energy is about 8 keV, XCOM method
is expected to achieve 200 kbps data transmission in adjacent space. In addition, if the
emit power of  X-ray source keeps constant, the kα line of Cu(8.05 keV) can be selected
as the main communication band, and Zn(8.54 keV), Zr(15.77 keV), Mo(17.48 keV)
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can be assisted for WDM. Thus, a WDM method can be used for transmitting data on
re-enter condition and reducing the requirements for X-ray source to a certain extent.

5. Conclusion

As a special wireless communication method, XCOM could achieve an effective data
transmission re-enter plasma condition. This paper aims at studying WDM technology
in X-ray band. Firstly, an X-ray source that can implement the WDM was proposed.
Then the feasibility of scheme and proportions of the spectrum are analyzed. Monte
Carol simulation results indicate that lower atomic number metal targets can obtain
a higher proportion of the spectrum. Then the transmission co-efficiency of different
band carriers in quasi-static plasma and dynamic plasma were tested based on two dif-
ferent types of plasma sources. Experiment results indicate that when the photon en-
ergy of a transmittance signal is greater than 8 keV, the transmission co-efficiency tends
stable. Finally, we analyzed the potential communication speed and the suitable anode
materials of the XCOM system.
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