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We present a novel encryption method for multiple images in a discrete multiple-parameter frac-
tional Fourier transform scheme, using complex encoding, theta modulation and spectral fusion.
All pairs of original images are encoded separately into a complex signal. The spectrum of each
complex signal can then be scattered into various positions in the spectral plane and multiplexed
into one spectral image with a combination of theta modulation and spectral fusion. After Fourier
transforming back to the spatial domain, the multiplexed signal is encrypted in the discrete multiple
-parameter fractional Fourier transform domain. Information about the original images can only
be successfully decrypted given the possession of all correct keys. The parameters of chaotic pixel
scrambling for the proposed method enlarge the key space. Moreover, the proposed method solves
the crosstalk problem of multiple images and improves the multiplexing capacity. Numerical sim-
ulations demonstrate the effectiveness of the proposed method.
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1. Introduction

Optical image encryption (OIE) [1–8] has led to significant developments in the field of
information security over the past decade, because it uses a fast, parallel, and multidi-
mensional imaging principle. Significant work has been done in OIE since REFREGIER

and JAVIDI [1] proposed double random phase encoding (DRPE) for encoding an original
image into stationary white noise. Multiple-image encryption [9–13], such as complex
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encoding [14], is one of the practical applications of OIE, and is used to transmit image
data and protect it from illegal invasion. However, there is crosstalk among the images,
as the number of original images increase. Various multiplexing approaches [15–19]
have been suggested for multiple-image encryption. One of the most appealing multi-
plexing approaches was proposed by MOSSO et al. [20]. Their approach involves en-
crypting each frame of a movie through DRPE, and then theta modulating the resulting
images into a single image. After filtering and applying the correct keys, each image
can then be retrieved to rebuild the movie. This approach has been extended from the
Fourier to the fractional Fourier [21] and discrete multiple-parameter fractional Fourier
domains [22]. Theta modulation [20, 21] can be employed to multiplex multiple images
through sinusoidal amplitude grating, with different orientation angles and (or) spatial
frequencies. However, crosstalk or even overlap of different images caused by the dif-
fraction orders of the grating can increase concomitantly with the number of images,
degrading the quality of the decrypted images. Moreover, the improved theta modu-
lation in [22] still results in crosstalk through the use of space fusion. And the multi-
plexing capacity in [22] must be improved to facilitate the transmission and storage
of multiple images. The aforementioned approaches are implemented in the spatial do-
main, which increases their complexity and the number of processes needed to encrypt
the original images. Thus, spectral fusion has been developed by combining a Fourier
transform (FT) [23] or discrete cosine transformation [24, 25] with spatial shifting,
where only the low frequencies of the spectra are employed to recover the original im-
ages. This is acceptable, because most spectral information in normal images focuses
on low frequencies [26]. However, a segmentation criterion [23, 24] or iteration pro-
cess [25] is required to avoid crosstalk among the overlapping spectra. 

Therefore, we propose a new multiple-image encryption approach. Complex en-
coding, theta modulation and spectral fusion are incorporated into the discrete multi-
ple-parameter fractional Fourier transform (DMPFrFT) scheme for the first time in the
literature, to the best knowledge of the authors. The advantage to our method lies in
its increased multiplexing capacity, which avoids the crosstalk problem with multiple
images. Moreover, the parameters of chaotic pixel scrambling used in the proposed
method further strengthen the security. Simulation results are presented to demonstrate
the feasibility of the proposed approach to encrypting multiple images.

2. Theoretical analysis

The proposed encryption procedure for multiple images is divided into two parts: multi-
plexing and encryption. For multiplexing, we consider that the FT can be operated on
complex signals, whereas a normal image does not have an imaginary component, such
that the FT operation is inefficient. Consequently, it is possible to take advantage of
the imaginary component to yield a complex signal from a pair of original images. Each
pair of images can be multiplexed as follows:

j = 1, ..., J /2 (1)I'j x y  I2 j 1– x y  iI2 j x y  ,+=
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where I' is a complex signal, I denotes an original image, j is the j-th image, and J is
the total number of original images. 

To rectify the crosstalk caused by theta modulation, the complex signals are multi-
plexed in the spectral domain. We implement theta modulation gj , FT, and filtering suc-
cessively. Owing to the dependency on the orientation and spatial frequency of the
grating, the +1st-order positions differ from each other in the spectral plane. Thus, we
multiplex the selected spectra in the spectral plane. We denote the spectral fusion op-
eration with filtering by SF[ꞏ], and the final multiplexed result can be expressed as

(2)

where

(m ≤ 1)

represents the grating transmittance function, and the parameters f0 and θj express the
spatial frequency and orientation angle of the grating, respectively. 

For encryption, the multiplexed signal R(x, y) is initially subjected to chaotic pixel
scrambling (denoted by SC{a0, λ, t}[ꞏ]) with the parameters a0, the coefficient λ, and
the truncated position t. It is then bonded with a random phase mask (RPM) of
exp[iM (x, y)], where M (x, y) is uniformly distributed in the interval [0, 2π]. Through
a subsequent DMPFrFT operation with the parameters of order (αL, αR), periodicity
(ML, MR), and vector (mL, nL; mR, nR), we can obtain the final cipher text E(x, y) in
the output plane as 

(3)

where two 1D-DMPFrFTs along the x and y axes, respectively, can be forthwith ex-
pressed as 

(4)

where X = (xn, m)NL × NR denotes a 2D signal,  and the
eigen-decomposition structure of the DMPFrFT is
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(5)

where V denotes a matrix with eigenvectors as column vectors, i.e., 

V = [v0 |v1|...|vN – 2 |vN – 1] for N odd

V = [v0 |v1|...|vN – 2 |vN] for N even

and D denotes a diagonal matrix whose diagonal entries correspond to the eigenvalues
for each column of eigenvectors vk in V [27–29], and T denotes the matrix transpose. 

In our encryption system, the encryption is performed digitally or optically, while
the decryption can be processed digitally in a computer. A schematic for an optoelec-
tronic hybrid implementation of encryption process is shown in Fig. 1. The light path
is illuminated with a coherent parallel light beam. The light beam is separately mod-
ulated by the first and the second spatial light modulator SLM1 and SLM2 for amplitude
modulation and phase modulation. In other words, we obtain two original images,
respectively. The complex signal is then generated by encoding the two original im-
ages. Sinusoidal amplitude grating is generated with SLM2, the FT is performed via
the lens L1, and filtering is subsequently performed via SLM3. The multiplexing op-
eration is generated by SLM4. Next, the final multiplexed result R(x, y) is generated
by utilizing the L2. Then, chaotic pixel scrambling, RPM and DMPFrFT operations
are performed in a digital manner. 

The proposed decryption procedure contains decryption and demultiplexing parts.
The multiplexed signal R(x, y) can be decrypted through the method of inverse
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Fig. 1. Optoelectronic hybrid setup of encryption for the proposed method. 
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DMPFrFT, the conjugate of RPM, and inverse scrambling in sequence. The ensuing
result can be expressed as

(6)

For demultiplexing, R(x, y) is initially Fourier transformed to yield a spatial power
spectrum. Spots containing the information of  can be successively achieved from
the spectrum, and then Fourier transformed back to the spatial domain to obtain .
After dividing the real component and the imaginary component, each original image
can again be visualized.

3. Numerical simulation and analysis

3.1. Correctness of the proposed method

To demonstrate the feasibility of the proposed method, numerical simulations were per-
formed on 12 original images, each with 1024 × 1024 pixels and 256 gray levels, as
shown in Fig. 2a. In the simulations, a sinusoidal amplitude grating with a spatial fre-

R x y  SC a0 λ t  
1– F ML MR 

α– L αR– 
E x y  i– M x y exp

 
 
 

=

I'j
I'j

Fig. 2. Encryption and decryption results of the proposed method: (a) 12 original images, (b) results after
applying complex encoding, theta modulation, and spectral fusion, (c) final multiplexed result, (d) en-
crypted image, (e) decrypted images.

a

b
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quency of  7.6 × 104 and orientation angle step of 60° was employed to modulate each
image. A logistic map with an initial value of a0 = 0.241, a coefficient of λ = 3.95, and
a truncated position of t = 4000 was used to perform the scrambling operation, splitting
the image into 262144 subsections of 2 × 2 pixels. The parameters of the DMPFrFT
were set as follows: periodicity (ML, MR) = (15, 20), order (αL, αR) = (0.34, 0.73), and
vectors (mL, nL) and (mR, nR) (1 × 15 and 1 × 20 random vectors, respectively). After
applying complex encoding, theta modulation, and spectral fusion, we obtained the re-
sults shown in Fig. 2b. Owing to complex encoding, we obtained the spectra of six
complex images. By round filtering in spectral fusion, we retained the +1st-order term,
namely one spot. Along with the increase in the number of original images, the radius
of the round filter needed be adjusted. Subsequently, after Fourier transforming back
to the spatial domain, the final multiplexed result was obtained, as shown in Fig. 2c.
Through the operations of chaotic pixel scrambling, RPM, and DMPFrFT, we obtained
an encrypted image with stationary white noise, as shown in Fig. 2d. It is obvious that
no information from the original images could be visualized. When all the correct keys
and FT were executed on the encrypted image in series, the power spectrum of the de-
crypted complex signal could be yielded. Then, each image could be recovered through
the operation of the demultiplexing, as shown in Fig. 2e, and all of them could be iden-
tified. 

Fig. 2. Continued.

c d

e
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3.2. Evaluation of the decrypted image quality

To further corroborate the proposed method, we employed the peak-signal-to-noise
ratio (PSNR) [30–32] for an objective evaluation. The PSNR between the original im-
age I and the decrypted image IE is computed as 

(7)

where M and N are the values of the corresponding frame size. 
We recorded the PNSR values of different images generated by the proposed meth-

od and by the method in [22], and the results are shown in Fig. 3. Compared to [22],
the proposed method doubled the number of images to be encrypted, enabling a high
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Fig. 3. PSNR for each image from the proposed method and [22].
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PSNR value. We also implemented a runtime comparison in MATLAB, in which the
time required for both encryption and decryption was calculated. The results show that
the proposed method required 15.2 s, whereas the method in [22] required 14.7 s. It is
clear that with double encryption capability and good decrypted image quality, the pro-
posed method was just a little slower than [22]. Stated differently, with the same num-
ber of images, the proposed method is faster than [22]. 

Along with an increase in the number of images, the reconstructed quality may de-
crease to certain extent. Thus, we also demonstrated our method with PSNR curves
with total numbers of 12, 24, and 40, and the results are shown in Fig. 4. It can be seen
that the PSNR is inversely proportional to the number of images to be encrypted, and
the PSNR values of all the three curves are above 77 dB. 

3.3. Sensitivity of the keys

Further, we analyzed the influence of the deviation of the different keys on the recon-
structed images when other keys were correct. Figures 5a–5c show images reconstruct-
ed with an incorrect inverse scrambling operation (initial value a0 = 0.24, coefficient
λ = 3.94, truncated position t = 4001). Figure 5d shows images reconstructed with an
incorrect conjugate RPM. Figures 5e–5h show images reconstructed with incorrect

Fig. 5. Reconstructed images with incorrect values: (a) initial value of inverse scrambling operation
a0 = 0.24, (b) coefficient of inverse scrambling operation λ = 3.94, (c) truncated position of inverse scram-
bling operation t = 4001, (d) RPM, (e) periodicity of DMPFrFT (ML, MR) = (16, 21), (f ) order of DMPFrFT
(αL, αR) = (−0.34 + 10−8, −0.73 + 10−7), vectors of DMPFrFT (g) (mL – 1, nL – 1), (h) (mR + 1, nR + 1).

a b

c d
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keys of DMPFrFT (periodicity (ML, MR) = (16, 21), order (αL, αR) = (−0.34 + 10−8,
−0.73 + 10−7), vectors (mL – 1, nL – 1) and (mR + 1, nR + 1)). It is obvious that small
deviations to the previously mentioned keys lead to non-visible images, ensuring a high
level of security.

3.4. Occlusion and noise attacks

Furthermore, we evaluated the robustness of the proposed method to occlusion and
noise attacks. The mean squared error (MSE) is expressed as 

(8)

where IE, I, M, and N have the same definition as the PSNR. 
Figure 6a shows an encrypted image occluded by 10%, and Fig. 6b shows the re-

constructed images of  Fig. 6a with all the correct keys. Figure 6c shows an encrypted
image occluded by 15%, and Fig. 6d shows the reconstructed images of Fig. 6c with
all the correct keys. Figure 7 shows the MSE values of Figs. 6b and 6d. The average
MSE values with 10% and 15% occlusion were 0.0352 and 0.0546, respectively. Fig-
ure 8a shows an encrypted image polluted with zero-mean white additive Gaussian
noise of standard deviation 0.05, and Fig. 8b shows reconstructed images of Fig. 8a
with all the correct keys. Figure 8c shows an encrypted image polluted with zero-mean

Fig. 5. Continued.
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white additive Gaussian noise of standard deviation 0.1, and Fig. 8d shows reconstruct-
ed images of Fig. 8c with all the correct keys. Figure 9 shows the MSE values of
Figs. 8b and 8d. The average MSE values with Gaussian noise of standard deviation
0.05 and 0.1 were 0.0020 and 0.0072, respectively. 

a b

c d

Fig. 6. Robustness to occlusion attacks: (a) encrypted image with 10% occlusion, (b) reconstructed im-
ages from a, (c) encrypted image with 15% occlusion, (d) reconstructed images from c.
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Fig. 7. MSE with 10% and 15% occlusion.
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All the results regarding occlusion and noise attacks reveal that even if attacks on
the reconstructed images lead to a certain decrease in quality, the images can be iden-
tified unambiguously. Thus, the proposed method is robust to image pollution. 

a b

c d

Fig. 8. Robustness to noise attacks: (a) encrypted image with Gaussian noise of standard deviation 0.05,
(b) reconstructed images from a, (c) encrypted image with Gaussian noise of standard deviation 0.1, (d) re-
constructed images from c. 
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Fig. 9. MSE with Gaussian noise of standard deviation 0.05 and 0.1.
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4. Conclusion

We proposed a new multiple-image encryption method for the DMPFrFT scheme, us-
ing complex encoding, theta modulation, and spectral fusion. Complex encoding is
used to encode all pairs of original images separately into a complex signal. Using the
combination of theta modulation and spectral fusion, the spectrum of each complex
signal can then be scattered and multiplexed into one spectral image, and the multi-
plexed signal that is transformed back to the spatial domain is encrypted in DMPFrFT
domain. To the best of the authors’ knowledge, this is the first time that complex en-
coding, theta modulation and spectral fusion have been integrated into DMPFrFT
scheme. The proposed method solves the crosstalk problem among multiple images
and improves the multiplexing capacity of multiple images for convenient transmission
and storage. Moreover, the security of the proposed method is further enhanced with
the parameters of chaotic pixel scrambling, and the proposal resists certain attacks. Nu-
merical simulations were performed to vindicate the performance of the proposed
method. 
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