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A color image compression-encryption algorithm by combining quaternion discrete multi-fractional
random transform with compressive sensing is investigated, in which the chaos-based fractional
orders greatly improve key sensitivity. The original color image is compressed and encrypted with
the assistance of compressive sensing, in which the partial Hadamard matrix adopted as a measure-
ment matrix is constructed by iterating Chebyshev map instead of utilizing the entire Guassian
matrix as a key. The sparse images are divided into 12 sub-images and then represented as three
quaternion signals, which are modulated by the quaternion discrete multi-fractional random trans-
form. The image blocking and the quaternion representation make the proposed cryptosystem avoid
additional data extension existing in many transform-based methods. To further improve the level of
security, the plaintext-related key streams generated by the 2D logistic-sine-coupling map are adopted
to diffuse and confuse the intermediate results simultaneously. Consequently, the final ciphertext
image is attained. Simulation results reveal that the proposed cryptosystem is feasible with high
security and has strong robustness against various attacks.

Keywords: color image encryption, quaternion discrete multi-fractional random transform, compressive
sensing, confusion-diffusion strategy.

1. Introduction

Modern information technologies bring convenience to people, but also result in many
information security issues. Encryption is an effective and classic strategy to address
these problems. However, the conventional textual encryption methods are not directly
suitable for images. To avoid the risk of image information leakage, many image encryp-
tion strategies have been designed based on chaotic system [1-3], cellular automata [4],
fractional Fourier transform [5], etc. These encryption algorithms share a common pur-
pose to transform a vivid image into a noise-like ciphertext image.

In practical applications, color images are more commonly adopted than gray images.
Under such circumstance, color image encryption algorithms have been extensively stud-
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ied. KANG et al. designed a color image encryption system with spatiotemporal chaotic
system and deoxyribonucleic acid (DNA) operations [6]. CHAI et al. raised a color im-
age cryptosystem with a dynamic DNA strategy [7]. KANG et al. defined a reality-pre-
serving multiple parameter discrete fractional angular transform and encrypted three
color components in the spatial and transform domains, respectively [8]. However, these
color image encryption schemes deal with three color channels separately and the inher-
ent correlations among three color channels were not well considered. To address this
problem, quaternion, an extension of complex numbers to four dimensions, can be uti-
lized to represent three color channels as a whole. Consequently, many transforms for
real and complex signals have been expanded to quaternion signals [9—11]. WANG et al.
proposed a color image encryption by combining discrete quaternion Fourier transform
with double random phase encoding (DRPE) [9]. Motivated by this, CHEN expanded
the conventional multiple-parameter fractional Fourier transform into quaternion domain
and dwell on a new color encryption algorithm [10]. Nevertheless, these quaternion
transform-based methods yield additional complex values, which are inconvenient for
information storage and transmission.

Compressive sensing (CS), as a novel signal sampling-reconstruction technology, is
considered to be able to compress and encrypt a signal simultaneously [12—16]. To fa-
cilitate the transmission of the keys, ZHOU et al. generated a measurement matrix in CS
with the key-controlled chaotic map [12]. Subsequently, they combined a nonlinear
transform called fractional Mellin transform with CS to compress and encrypt plaintext
image [13]. A novel visually meaningful color image encryption based on 2D CS and
multi-embedding technology was investigated, where the compressed images were first-
ly permuted and diffused in both bit-level and pixel-level and the intermediate results
were embedded into a carrier image [14]. CHEN et al. put forward an asymmetric color
cryptosystem based on CS and equal modulus decomposition to counteract the pow-
erful chosen-plaintext attack [15].

Based on the above discussion, a CS-based color image compression-encryption
algorithm is designed on the basis of the proposed QDMFRNT and a mechanism for
updating keys. The three color components are compressed and encrypted simultane-
ously by CS. Then these sparse signals are divided and reorganized as three quaternion
signals, which are modulated by the proposed QDMFRNT, respectively. Lastly the
intermediate results are diffused and confused simultaneously with the update-keys-con-
trolled chaotic sequences.

The rest of this paper is organized as follows. In Section 2, the quaternion discrete
multi-fractional random transform is defined. In Section 3, the proposed CS-based
color image encryption algorithm is described in detail. The simulation results and per-
formance analyses are shown in Section 4. The conclusion is given in the last Section.

2. Quaternion discrete multi-fractional random transform

Fora 1D quaternion signal x, = x, +x;i+ x;j + x, k of size N x 1, its left-side 1D quaternion
discrete fractional random transform (QDFRNT) is defined as [11]
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a _ o, 1
F! = R"x_ (1)

where the kernel transform matrix R*# is

R%“* = VD% V' (2)

a in QDFRNT is replaced by the order vector a = (a;, a,, ..., ay_ ) produced by the
1D logistic map, which extends the QDFRNT to the QDMFRNT. Chaos-based frac-
tional orders make the proposed cryptosystem more sensitive to the key «; and enlarge
the key space further. The logistic map is defined as

%41 =X (1 — ;) (3)
where x,, is the control parameter and the system in Eq. (3) has a chaotic performance
if x, € (3.57,4].

The difference between the QDFRNT and the proposed QDMFRNT is the diagonal
matrix D% #,

- 2nua dnuo 2nu(N-1)a
D*# = diag{l, exp(— ; 1),exp(— ;f 2),..., exp{— ol ) N_l}}

T
4
where p=ai+bj+ckand|p|=1. The expansion of the 2D QDMFRNT is straightforward
as two 1D QDMFRNTs in the x-axis and the y-axis, respectively. The 2D QDMFRNT
and its inverse version (IQDMFRNT) are defined respectively as

7 a T
R, = R%"y (R"") ()

a —a.u\T

v, = REAN (RT:H) (6)
where y, =y, +y;i +y;j +yckis a 2D quaternion signal.
3. Color image compression-encryption algorithm

3.1. Key streams generation process

To guarantee the security of the proposed image encryption algorithm, a new method
is designed to update the initial values S;(1), S,(1) and control parameter o of 2D logis-
tic-sine-coupling map (LSCM). The 2D LSCM is defined as [17]

sin{n[4051i(l - Sl(i)) +(1 - o)sin(ﬂSz(i))H
sin{n[4aS2(z’)(l ~S5,()) + (1~ o)sin(wS, (i + 1))}}

S,(i+1)

(7
S,(i+ 1)
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where o (o € [0, 1]) is the control parameter. Thereafter, with the updated keys, pseudo
-random numbers are obtained. The details are as follows.

Step 1. The sum of all pixel values of a color plaintext image is calculated and ex-
pressed as SU. In what follows, adopting the secret keys S;(1), S,(1), o and SU as the
input of hash function SHA-512, a 512-bit hash value H can be obtained. One can ran-
domly select nine binary sequences (by, ..., by) with length 8 from 512-bit hash value H.
Then each sequence is converted into an integer /; by

I,=bin2dec(b,), i=1,..,9 (8)

where function bin2dec(-) converts an 8-bit binary sequence into a decimal integer.
Step 2. The initial keys of 2D LSCM are updated as

, |

si(1) = S1(1)+F[mod(ll +1,, 256)@13] 9)
, 1

S5(1) = S2(1)+F[mod(l4+15, 256)@16] (10)

o = ot ﬁ[mod(@ +14,256) @ 1, (11)

where @ denotes bitwise OR operation.

Step 3. With the updated keys Sj(1), S5(1), o', the LSCM is iterated N, + 3MN
(N, € [1000, 2000]) times. The former Ny numbers are discarded and then two chaotic
sequences S; and S, of length 3M N are obtained. Thereafter, the sequences S| and S,
are further processed by

S, = reshape(round(S; x 10'%), M, 3N), i=1,2 (12)

{L(I:M) = S,(1: M) (13)

W(1:3N) = S,(3BN(M —1):end)

To update the keys, the hash values are randomly chosen, which allows the proposed
algorithm to generate different updated keys each time when the color plaintext image
and original keys are the same.

3.2. Image encryption process

The encryption process of the proposed color image encryption scheme is shown in
Fig. 1. The details of the encryption process are described as follows.

Step 1. Color image compression-encryption with compressive sensing.

1) Three components of color image P of size N x N x 3, namely, R, G, B, are sparse-
ly represented in DWT domain with orthonormal basis ¢: y; = TP, (i =R, G, B).

2) The Chebyshev map, i.e., x,, . | = cos(a x acosx,,), is iterated M N times with the
initial keys x; and @ = 4 to obtain the pseudo-random sequence 4. The last M (M < N)
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Fig. 1. Color image encryption algorithm.

elements are reserved and sorted. One can obtain the index sequence / from the ob-
tained sequence and its sorted one, where the values of / represent the positions of the
corresponding values in its sorted sequence.

3) The partial Hadamard matrix @ of size M x N, as the measurement matrix of CS,
is established by selecting the row vector of the Hadamard matrix,

o - [Z,l(:), 7). o ZIM(:)} (14)

where Z,.(:) denotes the /;-th row vector of the Hadamard matrix Z. Since the Hadamard
matrix is an orthogonal matrix, the partial Hadamard matrix obtained after taking M rows
from it still has strong non-correlation and partial orthogonality, which makes a better
reconstruction effect to a certain extent.

4) The sparse signal y; is measured with the partial Hadamard matrix @, i.e.,

fi=®y,®" (i=R,G,B).

Step 2. Image blocking and quaternion representation (QR). To avoid the additional
complex matrix, the three compressed components of color image are blocked into
12 sub-images. Consequently, these sub-images are represented as three quaternion sig-
nals, i.e.,

Soe¥) = £+ £, ()i + £ (i + £ (xy)k  (=R.G.B) (I5)

where f;,, fi,, fi;and f;, are the sub-images divided from the compressed component f;.
Step 3. DRPE operation based on the proposed QDMFRNT.

ho,(x, ) = IQDMFRNT, {QDMFRNTQ . [le(x, y)eﬂlznm(x,y)]e%znn(u, v)}
i > 2 i

s My
(16)
where i = R, G, B.
Step 4. Extraction and reorganization (EAR) operations. The real part and the three
imaginary parts of each quaternion signal s (x, ) (i = R, G, B) are extracted and re-
organized into a new matrix E, of size M x 3N.



354 Huo-SHENG YE et al.

Table 1. Algorithm 1: Joint confusion and diffusion strategy.

Input: The reorganized matrix E; chaotic matrices S; and S,.

1:  E,={floor[255 x (E|, — min(E,))/(max(E;) — min(E)))

2: for i=1:M

3 for j=1:3N

4 Ex(i. j) = bitxor {bitxot[Ex(d (i), da( /). Sy(i. /)], Si. )}
5: end

6: end

7: E =reshape(E;, M, N, 3)

Step 5. Joint confusion and diffusion strategy. With the sorting-based method de-
scribed in Step 1 of Section 3.2, one can obtain two address sequences d,(m) and d,(n)
from L(m) and W(n), respectively. The details of the confusion and the diffusion oper-
ations are listed in Table 1, in which the intermediate result is confused and diffused
simultaneously with the plaintext-related key-streams. Consequently, the final cipher-
text image E is attained.

Since the proposed scheme is a symmetric cryptosystem, the recipient who knows
the whole correct keys can retrieve the decryption image with and inverse encryption
process. Firstly, with the correct key-streams, the inverse diffusion and the confusion
operations are applied to the ciphertext image. The intermediate result is divided into
12 sub-images and then represented into three quaternion signals. Then, the decoding
of the QDMFRNT with the DRPE is performed to obtain quaternion signals. With sig-
nal separation and reorganization, three reconstructed color components are obtained
and the plaintext image can be decrypted via the smooth /° norm algorithm [18] and
the inverse DWT.

4. Simulation results and performance analyses
4.1. Encryption and decryption results

To demonstrate the feasibility of the designed cryptosystem, simulations are carried
out with MATLAB 2016(a) platform. The original color images Peppers, San Diego,
Lena and Couple of different sizes shown in Figs. 2al-2a4 are selected as the test im-
ages. The initial secret keys adopted in these simulations are arbitrarily chosen as: S;(1)
=0.6553, 5,(1)=10.4944, 6 =0.5697, x, = 3.98, x, =0.123, a; = 0.6 and 3, = 0.4. Other
parameters are given as: p; = (i +j + K)/+/3, p, = i, p; = j and p, = k, respectively.
Figures 2b1-2b4 are encryption images while Figs. 2c1-2c¢4 are corresponding decryp-
tion images. Table 2 shows the decryption results under different sizes of original im-
ages. For the original color image of size 8 x 8 x 3, it is sparse and then measured with
a partial Hadamard matrix to obtain intermediate encryption result of size 6 x 6 x 3.
Each color component is divided into four sub-images and represented as a quaternion
signal. Consequently, three quaternion signals are modulated by the QDMFRNT and
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Fig. 2. Simulation results: (al—a4) Peppers of size 256 x 256, San Diego of size 256 x 256, Lena of size
128 x 128, Couple of size 64 x 64, respectively. (b1-b4) corresponding encryption images with 75.56%
compression ratio. (c1-c4) corresponding decryption images.

Table 2. Simulation results for different sizes of original image.

Original size Compression ratio Encryption image Decryption image PSNR [dB]
256 x 256 x 3 75.56% e 33.3790
64 x 64 x 3 75.56% 24.9560

8§x8x3 56.25% B ad 27.9941
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then simultaneous confusion and diffusion strategy is performed to obtain the final ci-
phertext image. Simulation results show that the encryption images are noise-like
while the corresponding decryption images are visible. It indicates that the designed
color image compression-encryption algorithm is feasible with satisfactory encryption
and decryption performance.

4.2. Comparison with existing works

In the proposed color cryptosystem, three color components are performed by com-
bining the high-dimensional properties of quaternion with image blocking operation.
Accordingly, compared with some similar color image encryption schemes in [5, 9, 10],
the proposed algorithm cannot yield additional complex matrix. Data storage compar-
ison results collected in Table 3 indicate that the total amount of ciphertext data and the
consumption of keys are smaller in our proposed algorithm. Therefore, the proposed
color image encryption algorithm is more applicable.

Table 3. Data storage comparison results.

Algorithm Original image  Ciphertext image Private keys

Ref. [5] 256 x 256 x 3 256 x 256 x 3

Ref. [9] 256 x 256 x 3 256 x 256 x 3 +256 x 256  Transform parameters; initial keys
Ref. [10] 256 x 256 x 3 +256 x 256  Transform parameters; initial keys
Our scheme 224 x 224 x 3 S1(1), $,(2), g, x1, oy, p

Fig. 3. Decryption image Peppers with modified key: (a) S;(1) + 107'°, (b) S,(1) + 107'%, (¢) o + 10716,
(d) x; + 10716, (e) a; + 10716, and (f) B, + 10-16.
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4.3. Key sensitivity analysis

Figures 3a—3f show the decryption images Peppers under the condition that only one
secret key is modified with a tiny change while other keys are correct. It can be observed
that the decryption images are unrecognizable and an unauthorized user cannot obtain
any useful information unless she knows all correct keys. The average mean square
error (MSE) curves with different initial fractional orders a; and f; are exhibited in
Figs. 4a and 4b. Especially, compared with the typical algorithms based on fractional
random transform [19, 20], the sensitivity to the fractional keys is enhanced by three
decimal levels at least, since the fractional orders of the proposed QDMFRNT are gen-
erated with the chaotic system. Therefore, the proposed color image compression-en-
cryption algorithm is very sensitive to the keys.
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Fig. 4. Average MSE versus disturbance of initial fractional order: (a) a;, and (b) ;.
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4.4. Key space analysis

To resist the brute-force attack, the key space of a secure cryptosystem is considered to
be at least 2190, In our algorithm, the precision of S;(1), S5(1), & or x, is about 10716,
The key space of fractional order a; or f8, is around 10°. Thus, the total key space is
22 at least, which indicates that the proposed color image encryption algorithm pos-
sesses enough key space to withstand the brute-force attack.

4.5. Histogram analysis

Figure 5a shows the histograms of three components of color plaintext image Peppers.
The histograms of the corresponding encryption image encrypted with the proposed
algorithm are shown in Fig. Sb. Apparently, the histograms of the RGB components
of plaintext image are significantly different, while the histograms of ciphertext images
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Fig. 5. Histogram: (a) R, G, B components of original image Peppers, (b) R, G, B components of encryp-
tion Peppers.
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are flat enough. Therefore, the proposed color image compression-encryption algo-
rithm can effectively withstand the histogram analysis attack.

4.6. Correlation analysis

The correlation coefficient between adjacent pixels is

N
Zj: l(mj_”_/l)(nj_ﬁ)
C = = —— — (17)
N/Zj—l(m-/_m) Z_jzl(n/_n)
where

— 1 N
m = szzlmj

_ 1 N
DN

12000 adjacent pixel pairs of the original color images Peppers and San Diego are se-
lected randomly in horizontal, vertical and diagonal directions, respectively. Table 4
lists the correlation coefficients of these adjacent pixel pairs. The correlation coeffi-
cients in original color image are near 1, while those in encryption images are close

Table 4. Correlation coefficients of adjacent pixels.

. Horizontal Vertical Diagonal
Algorithm Image .. R Lo
direction direction direction
Peppers R 0.9503 0.9379 0.9030
G 0.9641 0.9488 0.9220
B 0.9380 0.9219 0.8932
San Diego R 0.8955 0.9057 0.8869
G 0.8992 0.8978 0.8795
B 0.8821 0.8772 0.8491
Proposed Encryption R —0.0007 0.0115 0.0060
algorithm Peppers G -0.0123 -0.0053 -0.0079
B -0.0148 -0.0152 0.0066
Encryption R 0.0058 —0.0191 0.0132
San Diego G —0.0011 0.0012 0.0006
B 0.0172 —-0.0230 0.0118
Ref. [13] Encryption R 0.0526 0.0729 0.0871
Peppers G 0.0537 0.0649 0.0736
B 0.0648 0.0599 0.8113
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b

Fig. 6. Correlation distributions of adjacent pixels in the horizontal, vertical, diagonal directions: R, G, B
components of Peppers (a), R, G, B components of encryption Peppers (b), R, G, B components of San
Diego (¢), and R, G, B components of encryption San Diego (d).

to 0. Figures 6a and 6¢ depict the correlation distributions between the adjacent pixels
of Peppers and San Diego. Figures 6b and 6d are the correlation distributions of the
corresponding encryption images, respectively. It is shown that the correlations in orig-
inal images are similar to linear distribution while the correlations in encryption images
are destroyed efficiently with the proposed algorithm. Therefore, the proposed color im-
age compression and encryption algorithm is immune to the statistical analysis attack.

4.7. Robustness against noise attack and occlusion attack

The ciphertext image is easily corrupted by various types of noises during transmission.
Figure 7 shows the decryption results after adding Gaussian noise and Salt-and-Pepper
noise to the ciphertext image. In addition, the PSNR values of decryption images under
different noise parameters are shown in Fig. 8. As the simulation results show, the qual-
ity of the retrieved images is still in acceptable range with the increase of noise intensity.
Therefore, the proposed algorithm has strong robustness against noise attack. To eval-
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Fig. 7. Decryption results with different noise attacks: decryption Couple with Gaussian noise with in-
tensity (a) k=5, and (b) k£ = 10; decryption Fruits with Salt-and-Pepper noise with the density of noise
distribution (c) 5, and (d) 10.
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Fig. 8. Average PSNR values versus noise parameter (a) Gaussian noise, and (b) Salt-and-Pepper noise.



362 Huo-SHENG YE et al.

35 T T T T T T b
—#— Couple
f —O— Fruits
301t
[
I
|
|
|
¥

il
20 | %

25

PSNR

B0 gn . XHuy + deske * ¥
BE0000900800008885050 505505555850

10

0 5 10 15 20 25 30 35
Density of noise distribution

Fig. 8. Continued.

Fig. 9. Results of occlusion attack: encryption images with (a) 5%, and (¢) 10% data loss, and (b, d) cor-
responding decryption images.

uate the robustness of the presented cryptosystem against the occlusion attack, the en-
cryption images of size 256 x 256 and 64 x 64 are cropped with 5% and 10%,
respectively, and the corresponding decryption results are shown in Fig. 9. The recon-
structed images show acceptable decryption effect. In conclusion, the proposed color
image algorithm could withstand the occlusion attack to a certain degree.

5. Conclusion

A secure CS-based color image encryption algorithm by combining quaternion discrete
multi-fractional random transform with the hash function SHA-512 is proposed. The in-
put of SHA-512 is set to associate with the color plaintext image and the secret keys.
The initial keys and the parameter of 2D LSCM are updated via randomly selected hash
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values, which allows the proposed algorithm to generate different updated keys each
time when the color plaintext image and the original keys are same. The quaternion
discrete random transform is extended to the quaternion discrete multi-fractional ran-
dom transform, which not only increases the key space, but also significantly improves
the sensitivity of the fractional key. Experiment results verify that the designed color
image encryption algorithm possesses high security and strong robustness against the
statistical analyses attack, noise attack and occlusion attack.
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