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Nowadays, there are many watermarking algorithms based on wavelet transform. The simple one
is to insert directly the watermark into the wavelet transform coefficients. However, most of the
existing watermarking schemes can only resist traditional signal processing attacks, such as image
compression, noise and filtering. When the watermarked image is subject to geometric transfor-
mations, especially rotation attack, it is hard to detect the watermark successfully. In this paper,
a digital watermarking algorithm is proposed based on 4-level discrete wavelet transform and dis-
crete fractional angular transform. To enhance the security of the algorithm, the watermark is
scrambled with the simplicity of Arnold transform and chaos-based mix optical bistability model,
since the chaos is pseudorandom and sensitive to the initial values. And the watermark is embedded
into the medium frequency sub-band of the 1-level wavelet decomposition according to the Harris
feature point detection. Simulation results show that the proposed digital watermarking algorithm
by combining 4-level discrete wavelet transform with discrete fractional angular transform could
resist rotation attack and other common attacks.

Keywords: digital watermarking algorithm, mix optical bistability, Harris feature point detection, discrete
wavelet transform, discrete fractional angular transform, singular value decomposition.

1. Introduction

Inrecent years, with the rapid development of the Internet technology, information has
been frequently changed, copied and disseminated over Internet. Over the past century,
a large number of reversible data hiding methods have been proposed. Liao and SHU
put forward successively a method to evaluate the complexity of image blocks to re-
duce average extracted-bit error rate [1], and a quadtree-based value ordering method
to improve the embedding performance [2]. Liu ef al. designed a double image en-
cryption algorithm based on Arnold transform and discrete fractional angular trans-
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form (DFAT) to enhance the security [3]. Sul et al. proposed a double-image encryption
scheme based on the discrete multiple-parameter fractional angular transform and two
-coupled logistic map to enhance the security of the cryptosystem [4]. Digital water-
marking technology could provide an effective tool or solution for copyright protection.
Digital watermarking was widely adopted to hide copyright information in files [3].
The general model of digital watermarking system can be divided into two stages, i.e.,
embedding and detection. In the watermarking embedding stage, the main goal is to
find a good compromise between invisibility and robustness. In the detection stage, it
is of significant importance to minimize the possibility of false judgment and loss judg-
ment, and then the existence of watermark can be judged by the test results based on
statistical principle.

Generally, image watermarking schemes could be grouped into two categories:
watermarking schemes in the spatial domain and watermarking schemes in the trans-
form domain [6]. Spatial domain techniques have not been widely used because of their
poor robustness against attacks [7]. While in transform domain watermarking schemes,
the stronger robustness can be achieved since the watermark data are indirectly mod-
ulated by some coefficients in the transform domain [8], such as fractional Fourier
transform (FrFT) [9], discrete wavelet transform (DWT) [10], discrete cosine trans-
form (DCT) [11], singular value decomposition (SVD) [12], efc.

To achieve higher security, people preferred to adopt the transform domain water-
marking methods. GAo et al. presented a novel digital image watermarking scheme com-
bined 2D chirp signal with additive and rotational invariant qualities of 2D-FrFT [13].
Since the DWT has the characteristics of multi-resolution decomposition to offer better
robustness [14], CHETAN and NIRMALA suggested an integer wavelet-based watermark-
ing algorithm for embedding the compressed version of the watermark logo to improve
the robustness of the watermarking scheme [15]. Subsequently, Hu et al. studied a win-
dowed vector modulation scheme incorporating with distortion compensation in the
DWT domain to improve the imperceptibility and robustness of blind audio water-
marking [16]. However, due to the limited function of the DWT or the DCT, it is dif-
ficult to further improve the performance of watermarking schemes. The SVD has been
widely applied to image compression and digital watermarking with its strong stability.
ALl and AHN proposed a watermarking scheme based on DWT and SVD [17]. Even if
the watermark image is seriously distorted after various attacks, the watermark can still
be recognized. FAzLI and MOEINI put forward a robust digital watermarking method
based on DWT, DCT and SVD to resist various attacks [18]. With the development of
digital watermarking technology, scrambling technology also has new applications.
For example, scrambling techniques including Arnold transform and chaotic sequence
are frequently employed to encrypt the watermark [19-22]. A case in point, SINGH pro-
posed an enhanced asymmetric optical image encryption scheme in the fractional
Hartley transform domain to enhance the security of watermarking algorithm [23]. And
ZHOU et al. investigated a new image encryption algorithm by using a discrete frac-
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tional angular transform and Arnold transform in image bit planes to improve security
and robustness [24].

A new watermarking scheme based on the 4-level DWT is designed by combin-
ing SVD, discrete fractional angular transform and Harris feature point detection. And
Arnold transform and the chaos sequence based on the mix optical bistability model are
employed to improve the security of the watermarking algorithm. Since the spatial-fre-
quency localization characteristics of the DWT, the high processing speed of discrete
fractional angular transform and the stability characteristics of SVD, the impercepti-
bility and robustness of the watermark can be significantly improved.

The rest of this paper is arranged as follows. In Section 2, some fundamental en-
cryption tools are introduced. In Section 3, the watermark embedding scheme and the
extracting one of the proposed digital watermarking algorithm are described in detail.
Simulation results and performance analyses are given in Section 4. Finally, the work
is summarized in Section 5.

2. Theoretical background
2.1. Discrete fractional angular transform

To a certain extent, discrete fractional angular transform is derived from discrete Fourier
transform, which can be expressed by matrix multiplication as [25]:

T=VDV' (1)

where V and D represent the eigenvector matrix and the eigenvalue matrix of discrete
fractional angular transform, respectively. V' is the transpose of the matrix V. The dis-
crete fractional angular transformation can also be defined as:

a, o T
A% = VEDL(VY) @)

where o and f express the fractional order and the angular matrix, respectively. (Vf,)T is
the transpose of the matrix V]@. The eigenvector matrix of the transformation is mainly
affected by the angle . If V, is an orthogonal matrix, the following orthogonal matrix
can be used to construct the eigenvector matrix of discrete fractional angular transform.
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where the matrix VAZ, is the flipping matrix of the matrix V, and the matrix V,, is a zero
vector. The matrix V| is the transpose of the matrix V. And these eigenvectors can
be obtained by a simple recursion as [26]

/1]0\(, = {1, exp(-i2=na), exp(-idna), ..., exp(-i2(N— )na)} ®))

2.2. Discrete wavelet transform

Wavelet transform is a major breakthrough in Fourier transform. And wavelet analysis
has been widely employed in watermark scheme. Discrete wavelet transform (DWT)
is obtained by the discretization of the scale and the displacement of continuous wave-
let transform according to the power of 2 [27]. From the perspective of filtering, Fig. 1
exhibits that the original image signal x [#] is decomposed by discrete wavelet filtering
along the line and column, and the filtering results of even subscript are extracted
through low-pass filter /4[r] and high-pass filter g[n], respectively.

Level 4
coefficients

coefficients

Level 2
coefficients

Fig. 1. The structure of the 4-level wavelet decomposition.

2.3. Chaos sequence based on mix optical bistability model

To solve the periodicity problem of Arnold transformation, the chaos sequence based
on mix optical bistability model is introduced. The iterative equation is generated from
the Gibbs optical bistable system with a long time delay.

X,

n

L =4sin’(X, —2.6) (6)

The watermark scrambling steps are as follows.

Step 1. The watermark image matrix of size N X N is transformed into the row vec-
tor A.

Step 2. The initial value or key is substituted into the iterative sequence to yield
a chaos sequence of length N x N.

Step 3. The chaos sequence is sorted and the position vector numy of the sequence
number in the original sequence is recorded.



Digital watermarking algorithm based on 4-level DWT and DFAT 609

Step 4. The position vector numy is utilized to reorder A, and then the result is
transformed into an N x N matrix, which is the image matrix after scrambling and en-
cryption.

3. Watermarking scheme based on 4-level DWT and DFAT
3.1. Watermark embedding scheme

The image watermark embedding scheme (see Fig. 2) is described as follows.

Step 1. The watermark image is scrambled with chaos and Arnold transform. Then
the DWT is performed on the scrambled watermark to obtained the sub-bands: ILL,
IHL, ILH and IHH.

Step 2. The original image I of size N x N is partitioned into four sub-bands LL,
HL, LH and HH with the DWT. LH is selected for the later step by the Harris feature
point detection.

Step 3. The low frequency bands LH, HH, and HH, are partitioned into sub-bands:
LL,, HL,;, LH, and HH,; LL,, HL,, LH, and HH,; LL;, HL;, LH; and HH;, re-
spectively. HHj is selected for the sequential step.
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Fig. 2. The process of embedding and extracting watermark.
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Step 4. The sub-band HH; is encrypted with the DFAT to obtain the encrypted
band J;,.

Step 5. The SVD is performed on J; and IHH to obtain the singular value arrays S,
and S, respectively, and the orthogonal vectors are saved.

(U5, S, Vi1 =SVD(J,) (7N
[Uy, S, V,]1=SVD(LL) ()

Step 6. The watermark is embedded in the singular value S; with the scaling fac-
tor k controlling the watermark embedding strength.

S,=S,+k-8, 9)

Step 7. After obtaining all the information S of the embedded image, the inverse SVD
is carried out on S and a new matrix J, can be acquired by the IDFAT.

[U, S, V]=SVD(S,) (10)

Step 8. By combining with other high frequency sub-bands, the image containing
watermark information is obtained by the inverse 4-level DWT.

The scaling factor £, the singular value matrix S, of the cover image, the left and
the right singular vectors U, and V, of the watermark image and the left and the right
singular vectors U and V of the embedded watermark image are all kept as keys for
watermark extraction.

3.2. Watermark extraction scheme

The extraction process of watermark scheme (see Fig. 2) is as follows.

Step 1. In the same way, the 4-level DWT is performed on the watermarked image
to obtain the sub-band OHHj;.

Step 2. The SVD is carried out on the sub-band OHHj; to acquire the diagonal ma-
trix S, .

[Ugws Sows Vowl =SVD(OHH;) (11)

ow?

Step 3. The inverse SVD is executed on S, to acquire a new diagonal matrix S
with the left and the right singular vectors U and V.

S,=UxS, , xVT (12)

Step 4. With the singular value matrix S, of the original image and the scaling factor
k, the diagonal matrix S, of the scrambling watermark can be gained.

S, = =—(S,—-8)) (13)

v
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Step 5. The inverse SVD is used to obtain the new sub-band ILL" of the watermark,
and the scrambling watermark image can be obtained with the inverse DWT.

ILL*=U, xS} x VI (14)

Step 6. The watermark is extracted with the inverse scrambling based on chaos and
the Arnold transform.

4. Simulation results and analyses
4.1. Simulation results

In the experiment, the gray-scale images Baboon, Peppers and Couple with 512 x 512 pix-
els are regarded as the cover images, and the gray-scale image with 64 x 64 pixels is
considered as watermark. The results of test images without attacks are shown in Fig. 3.
The keys of Arnold transform and chaos sequence based on the mix optical bistability
model adopted in these simulations are chosen as 25 and 5, respectively. Double keys
can improve the security of watermarking algorithms. The parameters a and § of the
DFAT are given as 0.1234 and 4.5357, respectively. It is difficult to realize the real-time
signal processing due to the large amount of calculation of the eigenvectors of discrete

Fig. 3. Experiment results: (a) Baboon, (b) Peppers, (¢) Couple; (d) watermarked Baboon, (e) watermarked
Peppers, (f) watermarked Couple; (g) original watermark, (h—j) extracted watermark, respectively.
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Table 1. PSNR and NC values of the watermarked images.

Cover image

Baboon Peppers Couple
PSNR [dB] 54.6735 54.6165 54.7353
NC 1.0000 1.0000 1.0000

Fourier transform (DFT). The DFAT can determine all eigenvectors of DFT by a simple
iterative transform of one parameter. Therefore, the DFAT can process the signal quick-
ly and has the mathematical properties similar to the DFT, such as linearity, unitarity,
index additivity, multiplicity and Parseval energy conservation.

To evaluate the approximation degree between the watermarked image and the orig-
inal one, the peak signal-to-noise ratio (PSNR) and the normalized correlation (NC)
are adopted. PSNR shows the imperceptibility of the watermark, while NC evaluates
the robustness of the extracted watermark. Generally, if the PSNR value is more than
40 dB, the imperceptibility can be guaranteed. Table 1 shows the PSNR values (dB)
of different watermarked images. Therefore, the proposed watermarking scheme can
display the excellent imperceptibility.

4.2. Various attack analyses
4.2.1. JPEG compression attack

Figure 4 indicates the results of JPEG compression attack on different watermarked
images and the corresponding extracted watermarks. And Table 2 shows the NC values
of different watermarked images with the distinct compression factors. These results
indicate that the extracted watermark image under the JPEG compression attack is sig-

a

Fig. 4. JPEG compression attack with compression factors 30%, 60%, 90%: (a) Baboon, (b) Peppers, and
(¢) Couple. Extracted watermarks are also shown.
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Fig. 4. Continued.

Table 2. NC values of different watermarked images with different compression factors.

Cover image

Baboon Peppers Couple
30% 0.9928 0.9749 0.9765
60% 0.9881 0.9890 0.9938
90% 0.9577 0.9975 0.9997

nificantly correlated with the original watermarking image. Under the compression
conditions, the watermark image could still clearly extract from the watermarked im-
age. Thus, the proposed watermark scheme could resist the JPEG compression attack
to some extent.

4.2.2. Cutting attack

The results of the watermarked images and the corresponding extracted watermarks
under different degrees of cutting on different cover images are given in Fig. 5. And

i o

Fig. 5. Watermarked images with irregular cutting, quarter cutting and half cutting: (a) Baboon, (b) Pep-
pers, and (¢) Couple. Extracted watermarks are also shown.
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Fig. 5. Continued.

Table 3. NC values of different watermarked images with different cutting degrees.

Cover image

Baboon Peppers Couple
Irregular cutting 0.9974 0.9992 0.9995
Quarter cutting 0.9903 0.9968 0.9923
Half cutting 0.8798 0.9776 0.9696

Table 3 indicates that the NC values of the extracted watermark from different cutting
attack are as high as 0.90 and even higher. Although the NC values are decrease with
the increase of the cutting area, the extracted watermark images could be still recog-
nized by human eyes. Therefore, the watermark scheme based on the 4-level DWT and
DFAT could resist the quarter cutting attack.

4.2.3. Rotation attack

The watermarked images and the corresponding extracted watermarks after rotation
attack are demonstrated in Table 4 and Fig. 6. Under the rotation attack with 30°, 60°,

Table 4. NC values of different watermarked images with different angles.

Cover image

Baboon Peppers Couple
30° 0.9386 0.9843 0.9962
60° 0.9556 0.9860 0.9930
90° 0.9959 0.9818 0.9818

Fig. 6. Rotation attack on distinct watermarked images with 30°, 60°, and 90°: (a) Baboon, (b) Peppers,
and (¢) Couple. Extracted watermarks are also shown.
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Fig. 6. Continued.

and 90°, the extracted watermark can satisfy the visual characteristics of the human.
In the field of image processing, Harris feature point detection usually has the advan-
tages of rotation invariability and angle invariability. As shown in Fig 7, the feature
point information of different cover images will not change under the rotation attack.

Fig. 7. Information graph of Harris feature point detection after rotation attack: (a) original cover image
Baboon, (al) watermarked image under rotation attack with 90°; (b) original cover image Peppers, (b1) wa-
termarked image under rotation attack with 90°; (¢) original cover image Couple, (c1) watermarked image
under rotation attack with 90°.
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Experimental results also indicate that this scheme based on 4-level DWT and DFAT
could resist rotation attack effectively.

4.3. Results analyses

The attacks on watermarking system can be divided into conventional signal process-
ing attacks and geometric attacks. The signal processing attacks consist of image com-
pression, image enhancement, noise, filtering, efc. The effect of geometric attack on
the watermarking system is different from the signal processing attacks. The main
function of the signal processing attack is to weaken the energy of watermark, while
the main purpose of geometric attack is to destroy the synchronization of watermark
embedding and extraction. Table 5 shows that the NC values of noise attack, especially
under the Gaussian noise attack, are not good. Since the synchronization of watermark
embedding and extraction depends on these feature points and the information of the
feature point is destroyed by noise attack, the similarity between the extracted water-
mark image and the original watermark image would be decreased.

Besides the noise attacks, the NC values under other signal processing attacks could
be acceptable. In the field of image processing, Harris feature point detection usually
has the advantages of rotation invariability and perspective invariability. Consequent-
ly, the results of the resistance with the rotation attack are reasonable. Since the wavelet
transform has localization characteristics in both spatial domain and transform domain,
the watermark scheme has excellent robustness in the cutting attack of the local ge-
ometric attack.

Table 5. NC values of the proposed scheme on different cover images with various attacks.

Cover image

Attacks

Baboon Peppers Couple
No attack 1.0000 1.0000 1.0000
JPEG compression (30%) 0.9928 0.9749 0.9765
JPEG compression (60%) 0.9881 0.9890 0.9938
JPEG compression (90%) 0.9577 0.9975 0.9997
Gaussian low-pass filtering (0.5) 0.9763 0.9942 0.9931
Gaussian noise (0.05) 0.5980 0.5479 0.5429
Salt and pepper noise (0.05) 0.8641 0.7284 0.7163
Irregular cutting 0.9974 0.9992 0.9995
Quarter cutting 0.9903 0.9968 0.9923
Half cutting 0.8798 0.9776 0.9696
Rotation (30°) 0.9386 0.9843 0.9962
Rotation (60°) 0.9556 0.9860 0.9930
Rotation (90°) 0.9959 0.9818 0.9818
Image brightening 0.9983 0.9995 0.9994

Image darkening 0.9960 0.9989 0.9986
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In summary, the proposed watermark scheme based on 4-level DWT and DFAT
can resist various attacks, and according to the similarity between the extracted wa-
termark image and the original watermark image, it is proved that the scheme has good
robustness.

4.4. Comparison with the existing works

To further reflect the advantages of the proposed digital watermarking scheme based on
4-level DWT and DFAT, the comparison results with the previous methods are displayed
in Table 6. To compare fairly, the same cover image and the same watermark image
are chosen. Based on DWT, DCT and SVD, the algorithm in Ref. [28] improved the
robustness against common watermark attacks and rotation attack. In Ref. [29], a more
robust watermarking scheme based on 4-level DWT, DCT and SVD was designed,
while the ability to resist the half cutting attack and rotation attack is not good. In this
paper, a digital watermarking scheme based on 4-level DWT, DFAT and SVD is pro-
posed. Since the DCT can help concentrate the image energy and is beneficial to resist
the signal processing attack, the NC values of the proposed watermark scheme in the
resistance of the noise attack are worse than those of Refs. [28] and [29]. However,
the proposed watermarking scheme combining with Harris feature point detection could
still achieve acceptable results in resisting other attacks, particularly the rotation attack.

Table 6. The NC values of the existing schemes.

Attacks NC [28] NC [29] Proposed NC
No attack 0.9995 0.9992 1.0000
JPEG compression (60%) 0.9770 0.9964 0.9749
Gaussian low-pass filtering (0.5) 0.9806 0.9978 0.9942
Gaussian noise (0.05) 0.9079 0.9388 0.5479
Salt and Pepper noise (0.05) 0.9230 0.9554 0.7284
Quarter cutting 0.9931 0.9801 0.9968
Half cutting 0.9742 0.6232 0.9776
Rotation (30°) 0.9775 0.2354 0.9843
Image brightening 0.9988 0.9991 0.9995
Image darkening 0.9978 0.9982 0.9989

5. Conclusion

This paper proposes a digital watermarking algorithm based on the 4-level discrete wave-
let transform and the discrete fractional angular transform. The 1-level decomposition
sub-bands with few feature points are chosen by the Harris feature point detection. Wave-
let transform can classify the image with the help of multi-resolution features. And the
discrete fractional angular transform only adopts a parameter to determine its all eigen-
vectors via a simple iteration, which greatly speeds up the signal processing. Simula-



618 JY.Lietal

tion results demonstrate that the digital watermarking algorithm has strong resistance
to geometric attack and other attacks. Admittedly, it has weak resistance to noise attack.
There is still room for improvement on this algorithm in the future work.
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