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A double-image encryption algorithm is proposed with the phase-truncated multiple-parameter
Fresnel transform. Firstly, the pixel positions of two plaintext images are scrambled and then the
results are merged into one image with the scrambling operation. Subsequently, the resulting image
is encrypted by phase truncation and phase reservation in the multiple-parameter Fresnel transform
domain. The phase information is scrambled by the affine transform and then recombined with the
amplitude information. The final encryption image is obtained with the pixel scrambling and dif-
fusion methods to further enhance the security of the image encryption system, where the scram-
bling and diffusion operations are based on logistic map, logistic-sine system and 2D logistic
-adjusted-sine map. The image encryption scheme is robust against the common attacks due to the
nonlinear properties of diffusion and phase truncation. Numerical simulation results verify the per-
formance and the security of the proposed double-image algorithm based on the phase-truncated
multiple-parameter Fresnel transform.

Keywords: chaotic system, phase-truncated multiple-parameter Fresnel transform, scrambling and
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1. Introduction

During the image transfer and processing, an attacker may acquire the private image
information. To avoid information leakage, a number of image encryption algorithms
have been proposed. Chaos system has attracted widespread attention in the field of
image encryption due to its randomness, ergodicity and sensibility to initial values [1].
A new image encryption algorithm with chaos was demonstrated by a dynamic key
selection mechanism to strengthen the ability to resist the chosen-plaintext attack and
the known-plaintext attack [1]. For better security, WANG et al. proposed a new image
encryption scheme by combining Josephus traversing with mixed chaotic map to
scramble and diffuse the pixels of images, which could resist common attacks [2].
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However, these chaos-based image encryption schemes exhibited some shortcomings.
To address these problems, Hua et al. constructed a chaotic map with continuous cha-
otic range [3]. Sun presented an image encryption scheme based on hyper-chaotic sys-
tem, where the original images were encrypted with pixel-level scrambling and bit-
level scrambling, and then the permuted images were further encrypted by DNA en-
coding and decomposition operation [4]. To solve some security, practicability and fea-
sibility issues, FENG ef al. proposed an improved image encryption algorithm based on
DNA encoding and scrambling [5].

Due to the properties of mathematic transform, the image encryption algorithms
in transform domains usually have better anti-interference performance and higher se-
curity, and this kind of image encryption algorithms has attracted extensive attention.
For example, fractional Fourier transform, discrete cosine transform and fractional
Mellin transform have been introduced into image encryption [6, 8]. In addition, the
multi-parameter transform may contribute to image encryption with larger key space.
A digital image encryption system was constructed with the multiple-parameter discrete
fractional random transform to resist statistical analyses effectively [9]. REN et al.
proposed an image encryption algorithm based on the phase-truncated discrete multi-
ple-parameter fractional Fourier transform, which could enhance the security of the
asymmetric cryptosystem and improve the ability to counteract the chosen-plaintext
attack [10]. However, the test image with the above-mentioned algorithms is a single
gray-scale image. Therefore, a triple color image encryption method was designed to
further reduce time complexity and space complexity [11]. GONG et al. devised a qua-
ternion discrete fractional Hartley transform to encrypt multiple images with an im-
proved pixel adaptive diffusion to reduce the consumption of keys and increase the
encryption capacity [12]. To obtain higher quality of decryption images, a multi-image
encryption system was suggested by CHEN et al. with compressive sensing and feature
fusion, in which the four original images were processed by the optical wavelet trans-
form [13]. MENG et al. invented a secret multi-image encryption method with row scan-
ning compressive ghost imaging and phase retrieval in the Fresnel domain to realize
secret key data sharing [14]. In 2018, ZHou et al. designed a double-image compression
and encryption scheme, where the images were compressed by compressive sensing
and then a series of operations were used to re-encrypt the images, which not only could
encrypt double images, but also could enhance the security and the robustness of the
image encryption algorithm [15].

To improve the ability to resist the chosen-plaintext attack and increase the key space,
a double-image encryption algorithm based on phase-truncated multiple-parameter
Fresnel transform (PTMPFrT) and chaotic system is proposed. The parameters of the
multiple-parameter Fresnel transform and three chaotic systems can be used as keys
to enlarge the key space of the double-image encryption scheme. The phase truncation
and the XOR operations are adopted to improve the robustness in resisting the chosen
-plaintext attack.
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2. Fundamental knowledge
2.1. Chaotic system
As a common chaotic system, the logistic map can be expressed as
Yoo 1= 05,05, + 1) (1)

where u represents the system parameter in the range of [3.57, 4]. The logistic-sine
system (LSS) and the 2D logistic-adjusted-sine map (2D LASM) can be separately de-
scribed as [16]

By = [@h,(1=h,)+ (4-o)sin(nh,)| mod] )

Your = sin|mB(z, +3)y,(1-,)]
()

Zye1 = sin[mpG, +3)z,(1-2,)]

where w and f are the system parameters, and the system will be in a chaotic state if
a, p € [0, 4].
2.2. Multiple-parameter Fresnel transform

The two-dimensional multiple-parameter Fresnel transform (2D MPFrT) on f(x, y)
with a free space propagation distance z is defined as

MPFIT, ; {f(x,»)}

_ exlzi)/glz z) exp {%(xz +y2)} % F“{f(x,y)exp {—;’;—(xé +yé)}} 4)

where F*{-} denotes the fractional Fourier transform of order a, 1 is the wavelength
of aparallel beam. (x, y) and (x,, y,) are the coordinates of input plane and output plane,
respectively.

2.3. Phase truncation operation based on the multiple-parameter
Fresnel transform

Phase truncation (PT) and phase reservation (PR) operations on signal f(x, y) in the
MPEFrT domain can be constructed as

G(u, v) = PT{MPFrTf1 [f(x, V) - PRMJ} (5)
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P, (1, v) = PR{MPFrle [f(x, y) - PRMl] } (6)
where PRM, is a random phase mask. Then G(u, v) is modulated by the second random
phase mask PRM,, while P, (u, v) is confused to obtain the second random phase mask
PRM, by the affine transform [17].

PRM, = AT[P,(u,v)| (7
E(& ) = PT{MPFrTjZ[G(u, v)-PRMz]} (8)
Py(& 1) = PR{MPFrTjZ[G(u, v)-PRMz]} )

The image decryption process is the inverse one of image encryption.

3. Double-image encryption algorithm based on the PTMPFrT

The block diagrams of double-image encryption process and decryption process are
illustrated in Figs. 1 and 2, respectively. The double-image encryption process is detailed
as follows, where A and B are two plaintext images, while C is the ciphertext image.

Fig. 2. Double-image decryption process.
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Step 1: The pixel positions of the two original images of size N x N are shuffled
by the scrambling operation and then a composite image F(x, y) of size N x N is pro-
duced.

Step 2: Matrix F(x, y) is modulated by the first random phase mask R,(x, y) and
encrypted in the MPFrT domain with z,.

Fi(x,y) = MPFrle{F(x, ») - exp| 2R, (x, y)}} (10)

Step 3: The phase truncation operation is executed on F,(x, ), the amplitude of
the spectrum G(u, v) is retained, while the phase part P,(u, v) is truncated.

G(u, v) = PT{MPFrTj1 [Fl(x, y)]} (11)

P, (1, v) = PR{MPFrle [Fl(x, y)}} (12)

Step 4: E(&, n) is obtained by performing the MPFrT with z, after being modulated
by the second random phase mask R,(x, y).

Ry(x,) = AT[R,(x,7)] (13)
E(& ) = PT{MPFrTjZ{G(u, V) - exp [iZnRz(x, y)]}} (14)
P,(& 1) = PT{MPFrsz{G(u, V) - exp [iZnRz(x, y)}}} (15)

Step 5: The chaotic sequence is produced by the logistic-sine system with initial
condition 4 as the initial input of logistic map, and then the generated sequence is di-
vided into S = {S}, S,, K, Sy2} and O = {0, 0,, K, Oy} of length N?. The random
sequences S and Q are sorted to obtain the index sequences G, and G,. The white noise-
like image E can be scrambled as

Ei, ) = K| G,(1), Gy())] (16)

G,(7) represents the i-th element in index sequence G, while G,( j) is the j-th element
in index sequence G,. They constitute the horizontal and the vertical coordinates of
the scrambled image K.

Step 6: The 2D logistic-adjusted-sine map with two initial values y, and z,, is iter-
ated to generate two random sequences O and P. Another random sequence 7 is ob-
tained by logistic map with initial value x,. The scrambled image K is converted into



168 LING ZHOU et al.

asequence U. The elements of the above sequences are mapped into the range [0, 255].
XOR operation is performed on the three sequences, i.e.,

V=U®O0®P®T (17)

The parameters of the chaotic system based on the plaintext image can be calculated
as:xo=y +Rs,y,=v+Rs,zy,=0+Rs, hy= 0 + Rs, where

1 M N o o
R = oo & 0D A
i=1j=

and f,(i,j) and f5(i, ) are the pixel values of the original images and M x Nis the image
size.

4. Simulation results and analysis

A series of experiments are carried out on Matlab (R2016a) to analyze the performance
of the proposed double-image encryption scheme based on the PTMPFrT, including
histograms analysis, correlation analysis, key space analysis and so on.

4.1. Encryption results and decryption results

Two original images Baboon and Peppers with pixels shown in Figs. 3a and 3b serve
as the test images. The simulation parameters of the logistic map and the logistic-sine
system are computed as x, = 0.4269, u = 3.98, hy = 0.5269, and w = 3.99. The param-
eters of 2D LASM are calculated as y, = 0.2269, z, = 0.3269, and f = 3.99. The four
parameters of the 2D MPFrT are setas z; =0.5 m, z, =0.6 m, A = 632.8 nm, and o = 0.2.
The encryption image is shown in Fig. 3¢, and the corresponding correct decryption
images are given in Figs. 3d and 3e, respectively. Compared with the two original im-
ages, the decryption images are still visually discernible. A similar conclusion can be
obtained by testing the two images Couple and Man. In addition, the proposed image
encryption algorithm can also be used to encrypt color image. Firstly, the color image
is decomposed into R, G, B components, which can be treated as three images. Then
the R, G, B components are scrambled and the results are merged into one image with
the scrambling operation. Finally, the color ciphertext image can be obtained with our
proposed algorithm. Image Girl of size 256 x 256 is chosen as the test image. In the
scrambling operation, the information selected from the three images is scrambled into
one image, in which a small part of information is lost and a distorted image with low
resolution would be generated. Therefore, the phase truncation operation based on the
multi-parameter Fresnel transform is first carried out for the three components re-
spectively, and then the scrambling operation is performed to obtain the ciphertext im-
age. The experimental results are shown in Fig. 3. The decryption result is acceptable.
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Fig. 3. Encryption and decryption results: (a) original Baboon, (b) original Peppers, (¢) encryption image;
(d) decryption Baboon, (e) decryption Peppers, (f) original Couple; (g) original Man, (h) encryption im-
age, (i) decryption Couple, (j) decryption Man, (k) original Girl, (1) encryption image, (m) decryption Girl.

Table 1. SSIM values for different test images.

Image Baboon Peppers Couple Man
SSIM value 0.9895 0.9846 0.9699 0.9806

The structural similarity index measure (SSIM) is employed to evaluate the degree of
similarity between original image f and decryption one £ [18].

0 Quptipn,t 1) (20700, ¢))

(18)

(4] + o+ ) (0] + 070+ Cy)

The SSIM value close to 1 indicates the high degree of similarity between the orig-
inal image and the decryption one. The SSIM values for different test images are ar-
ranged in Table 1, which reveals the high-quality reconstruction for original images.

4.2. Histogram analysis

The histograms of the test images Baboon and Peppers are respectively exhibited in
Figs. 4a and 4b, while the histogram of the corresponding encryption image is illus-
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Fig. 4. Histograms: (a) Baboon, (b) Peppers, (¢) encryption image, (d) Couple, (e) Man, and (') encryp-
tion image.

trated in Fig. 4c¢. Figures 4d—4f are another set of examples. The histograms of encryp-
tion images show a similar distribution even if the histogram of each original image is
distributed differently. To further verify the uniformity of the histogram of the encryp-
tion image, Kolmogorov—Smirnov test (K-S test) is taken to verify the assumption that
the distribution of the encryption image obeys a theoretical uniform distribution.
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D = max|f(x) - g(x)| (19)

where x is a pixel value, f(x) and g(x) are the cumulative probability functions of two
distributions. When the size of a sample is 256 x 256, the critical values for the signifi-
cance levels of 0.05 and 0.01 are 0.005 and 0.006, respectively. K-S test results for
different encryption images are collected in Table 2. Evidently, the values of D for dif-
ferent encryption images are smaller than the critical values, thus the hypothesis is con-
firmed. Consequently, the proposed double-image encryption algorithm is immune to
the statistical attack.

Table 2. K-S test results for different encryption images.

Image Baboon—Peppers Couple—Man
D-value 0.0032 0.0047
P-value 0.8957 0.4675
Decision Accepted Accepted

4.3. Correlation analysis

The correlation coefficient C of an image can be obtained as

N _ _
c Zl_:l(xi_x)(yi_y)

B N _\2 N _\2
D ICRE S SN

where X = ZN 1xl. and y = ZN 1 ;. The pixel diffusion and scrambling opera-
1= 1=

(20)

tions can reduce the correlation among adjacent pixels by altering the pixel values and
changing the pixel positions. Table 3 lists the correlation coefficients of the proposed
algorithm and those in [12, 15, 17]. It is obvious that the correlation coefficient among
adjacent pixels in the original images is large, while that in the encryption images is
small and even tends to 0. The correlation distributions in the horizontal direction are
shown in Fig. 5. The adjacent pixels in the original images are tightly correlated while

Table 3. Correlation coefficients of adjacent pixels.

Algorithm Image Horizontal direction Vertical direction Diagonal direction
Baboon 0.9519 0.9246 0.8980
Peppers 0.9491 0.9517 0.9155

Proposed algorithm Encryption image 0.0171 —0.0106 —0.0016

Ref. [12] Encryption image 0.0142 —0.0092 0.0157

Ref. [15] Encryption image 0.0098 0.0582 0.0042

Ref. [17] Encryption image 0.0120 0.0917 0.1019
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Fig. 5. Correlation distributions in the horizontal direction: (a) Baboon, (b) Peppers, (¢) encryption image.

the correlations of the encryption results are feeble. Thus, this double-image encryption
algorithm can resist the differential attack to some extent.

4.4. Information entropy analysis

The Shannon entropy of a random variable is

N
H(x) = =% p(x;)log, p(x;) @1
i=1

where p(x;) is the probability of the occurrence of x;. To reflect the randomness of the

encryption image more truly, local Shannon entropy [19] was introduced to make up

for the lack of accuracy and efficiency of Shannon entropy. The entropy values in dif-

ferent encryption schemes are listed in Table 4. As observed, the information entropy

values of encryption images are close to 8§ bits and the local Shannon entropy values

are within the optimal value range. It means that the proposed image encryption algo-
rithm has high randomness.
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Table 4. Information entropy of different images (bit).

Global Local Critical local entropy

Image Shannon Shannon /> = 7.9019  AL2O0 = 79017 Al = 7.9015
entro entro 1%0.05 _ 1*0.01 _ 1*0.001 _
14 PY" highe = 79030 hgat' = 7.9032 g = 7.9034
Baboon—Peppers  7.9973  7.9028  Pass Pass Pass
Couple—Man 7.9975 7.9027 Pass Pass Pass
Ref. [15] 7.9977 7.9034 Pass Pass Pass
Ref. [17] 7.9972  7.9024 Pass Pass Pass

4.5. Key space analysis

Parameter 4 is considered as a supplementary key since it is not sensitive enough. Initial
conditions x, ¥y, zo, /1 and fractional order a are the main keys in this proposed algo-
rithm. The precision of each initial value of chaotic system is approximate 10~'°, and
the deviation of « is 107>. The total key space of the proposed algorithm is about 2'%°
at least and greater than that in [13]. Therefore, the proposed image encryption algo-
rithm has good performance in resisting the statistical analysis attack.

4.6. Noise attack and occlusion attack
The encryption image is supposed to be contaminated by noise as
C'=C+kG (22)

where C'and C are the noisy encryption image and the correct encryption one, respec-
tively, k is a coefficient reflecting the noise strength, and G represents the Gaussian

Fig. 6. Decryption images Baboon and Peppers with different noise intensities.
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Fig. 7. MSE curve versus k.

Table 5. SSIM values for different test images with different noise intensities.

Noise intensity & Image SSIM Image SSIM

1 Baboon 0.9426 Peppers 0.9525
10 Baboon 0.6911 Peppers 0.7644
20 Baboon 0.5630 Peppers 0.6164
30 Baboon 0.4822 Peppers 0.5291

noise with zero-mean and normal distribution. Figure 6 gives the results with different
noise intensities 1, 10, 20 and 30, respectively. The MSE curve is shown in Fig. 7.
The SSIM values for different test images with different noise intensities are compiled
in Table 5. With the increase of noise intensity, the reconstruction quality of the de-

Fig. 8. Results of occlusion attack.
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cryption images deteriorates continuously, while the characteristics of the original im-
ages are still retained visually. Thus, the proposed double-image encryption scheme
can resist noise attack to a certain degree. To analyze the robustness of the proposed
algorithm, the encryption images are cropped with 5% and 10%, respectively. The cor-
responding decryption results are shown in Fig. 8. The main information of the original
images can still be obtained from the decryption images. Therefore, the proposed dou-
ble-image encryption scheme can defend the cropping attack to some degree.

4.7. Chosen-plaintext attack

In the proposed double-image encryption algorithm, the keys used are associated with
the plaintext information, therefore different plaintext images could produce complete-
ly different keys. In addition, the phase truncation and the XOR operations are non-
linear. That is to say, it is more difficult for an attacker to obtain the correct keys. Hence,
the proposed double-image encryption algorithm could also resist the chosen-plaintext
attack.

5. Conclusion

A double-image encryption scheme based on the phase-truncated multiple-parameter
Fresnel transform is presented. Two original images are firstly encrypted by the scram-
bling operation, where the pixel positions of the original images are changed and then
the two scrambled images are combined into one image. The intermediate image is en-
crypted by phase truncation and phase reservation in the multiple-parameter Fresnel
transform domain, then the phase information is scrambled by the affine transform.
Further, the resulting image is scrambled and diffused with different chaotic systems
with their initial conditions related to the plaintext image. The proposed scheme can
encrypt two images once, which is expedient for image transmission. Due to the in-
troduction of the phase truncation and the XOR operations, the proposed algorithm is
robust to resist the chosen-plaintext attack. Moreover, the security of the presented
double-image encryption algorithm is acceptable for its large key space.
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