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In this paper, an asymmetric audio and image encryption mechanism using QR decomposition
and random modulus decomposition (RD) in the Fresnel domain is proposed. The audio file is re-
corded as a vector and converted to a two-dimensional array to act as an image or a sound map.
This sound map is encrypted using the image encryption algorithm proposed in this paper. The pro-
posed cryptosystem is validated for both audios and grayscale images. Fresnel parameters and the
two private keys obtained from QR decomposition and random modulus decomposition (RD) form
the key space. Computer-based reproductions have been carried out to prove the validity and au-
thenticity of the scheme. Simulation results authenticate that the scheme is robust and efficient
against various attacks and is sensitive to input parameters.

Keywords: QR decomposition, audio encryption, random modulus decomposition.

1. Introduction

As the rate of digital media transmission increases, issues of privacy and identity theft
also increase; thus, encryption plays an essential role in ensuring digital media is trans-
mitted securely. Over the years, various audio and image encryption schemes have been
developed. Each of them has its strengths and weaknesses. However, when it comes
to audio encryption using conventional image encryption techniques, we still have a lot
to explore. Voice data is widely used as audio evidence in courts, biometric, secret busi-
ness talks and other related fields, so it becomes essential to secure it against intruders.
Since we can record an audio file as a 2-D array just like an image, we can apply image
encryption algorithms on audio files as well. One such approach was presented by
Rasput and MaToBA [1], in which they recorded human voices as holograms and en-
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crypted them directly using double random phase encoding (DRPE). Similarly,
YANG et al. [2] proposed a quantum encryption scheme which was also a generalization
of the DRPE scheme in quantum scenarios. Many other audio encryption schemes using
chaotic baker map [3], virtual optics scheme [4], a mixture of chaos function [5], cosine
number transform[6], and Arnold transform with random decomposition [7] were pro-
posed. These schemes are generalizations of image encryption to audio files. Digital
and optical image encryptions have been performed by many different algorithms like
DRPE [8], which uses the same keys for encryption and decryption, fractional Fourier
transform-based DRPE [9] by UNNIKRISHNAN and SINGH, asymmetric cryptosystem by
QN and PeNG [10], Fresnel transform based schemes [11-17], radial Hilbert trans-
form [18], equal modulus decomposition (EMD) and random modulus decomposi-
tion (RD) based cryptosystems [7, 12, 14, 19-21], gyrator wavelet transform [ 13], chaotic
logistic map[22], fractional Mellin transform [23], 3D-Lorenz chaotic system [24],
Lorenz-chaos and exclusive-OR [25], 3D-bit matrix [26], hyperchaotic system and
RD based cryptosystems [20]. Researchers also carried out cryptoanalysis of various
schemes [27-30], and one such work [21] shows that the random modulus decompo-
sition-based image encryption has the edge over EMD based cryptosystems as the latter
one was found to be vulnerable to an iteration-based attack.

Various image decomposition techniques or matrix decomposition methods such
as LU and QR decomposition etc., are available in mathematics, and many encryption
techniques have been developed using them [31-34]. One such cryptosystem was giv-
en by ABUTURAB [34] using LU decomposition in the gyrator domain for colour images.
Some other cryptosystems using QR decomposition are also presented [32, 33]. These
decomposition techniques give sparse matrices, which are quite space-saving. Here,
we are presenting an audio and image encryption scheme based on QR and random
modulus decomposition in the Fresnel domain. This cryptosystem is validated for both
audio and grayscale image files and owns a large key space as there are “six” Fresnel
transform parameters, “three” for each Fresnel transform. Also, “two” private keys ob-
tained by RD and QR decomposition are essential to decrypt the data successfully.
Thus, the scheme is secure enough against brute force attack. Additionally, classical
attack analysis and noise attack analysis are also carried out to determine the strength
of the proposed encryption scheme. The cryptosystem is analyzed by 3D graphs, his-
tograms, and statistical parameters. All these results indicate the efficacy and strength
of the proposed encryption scheme.

The rest of the paper is organized as follows; Section 2 explains the proposed
scheme. Section 3 comprises simulation results obtained in MATLAB and a detailed
discussion on the efficacy and robustness of the proposed scheme, and finally,
Section 4 concludes the study.

2. The proposed algorithm

Figure 1 gives the stepwise depiction of the encryption process of the proposed cryp-
tosystem. Here, the audio files is first converted into a 2-D sound map, just like an im-
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Fig. 1. Schematic flowchart of the encryption process.

age. Then, this sound map is multiplied with RPM1. Thereafter, it is subjected to
Fresnel transform (FrT,,) followed by random modulus decomposition (RD) to give
a complex-valued private key P,(u, v) and a decomposed image P,(u, v). The decom-
posed image P,(u, v) is subjected to RPM2 followed by Fresnel transform (FrT),,).
The transformed image P,; is again multiplied with RPM3 and subjected to QR de-
composition to give another private key and encrypted image.

2.1. Encryption process

Step-1

For audio files, the encryption process starts with the conversion of audio vector V' x 1
into a 2-D sound map of size M X N. Then, this sound map or the input image is mul-
tiplied with arandom phase mask RPM1=exp{2nim(x,y)}, followed by Fresnel trans-
form (FrT,)).

E(x, y) = FrT, (f(x, y) x RPMI) (1)

Step-2
The Fresnel transformed image E(x, y) is then subjected to random decomposition to
give a private key P;(u, v), and a complex-valued decomposed image P,(u, v).

M, (u, v)sin(b,(u, v))

Py(u,v) = sinfa, (1, v) + by (1, V)]

exp{—ifa,(u,v) - @ (u, v)]} )

M, (u, v)sin(a,(u, v))

Py(u,v) = Sinla, (s v) b, (V)] exp{—i[b;(u,v) + D (u,v)]} 3)

where, a,(u, v) = 2nrand(u, v), by(u, v) = 2nrand(u, v), M (u, v) = |E|, @®,(u, v) =
=arg{FE}.

Step-3

In the next step, P,(u, v) is multiplied with another random phase mask, RPM2 =
exp{2nin(x,y)} and subjected to Fresnel transform again (FrT,,).

Pyy(x, y) = FrT,,(Py(u, v) X RPM2) 4

Step-4

In the final step, P;;(x, y) is multiplied with another random phase mask RPM3 =
exp{2mit(x, y)} and subjected to QR decomposition to give the encrypted image
E|(x, y) and another private key P .
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[Q R P]=QR(Py;(x, y) x RPM3) (%)
where the encrypted image E,(x, y) is given by E(x, y) = O x R and key is given by
the inverse of the permutation matrix P, i.e., Pl
2.2. Decryption process

For decryption, we will follow the reverse steps of the encryption process. Figure 2
gives the schematic diagram for the decryption process, and all the steps involved in
getting back the original image are explained as follows.

Pyuy)

r
) ’[ FrT, ] ’I Om};?xt-‘l?age ]

Encrypted Image
El(sy)

Fig. 2. Schematic flowchart of the decryption process.

Step-1

The encrypted image or encrypted audio file E,(x, y) is first multiplied with the key
P! and then multiplied with the conjugate of RPM3 followed by Fresnel transform
with propagation distance —z, to give Pr;;(x, »).

Pryy(x, ») = FIT{(P"' x E|(x, y)) x RPM3"} (6)

Step-2

The intermediate image Pr;,(x, y) is then multiplied with the conjugate of RPM2 and
added the key P, (u, v). After that it is subjected to Fresnel transform again with prop-
agation distance —z;.

E(x, y) = FIT{P (u, v) + (Pry(x, y) x RPM2")} (7

Step-3
At the final step, the absolute or amplitude part is taken to get the decrypted image or
decrypted sound map. This sound map is then converted back into the audio vector.

S (x, ) = abs(Ey(x, )) ®)

2.3. Optical setup

The decryption process can be carried out via an optoelectronic setup, as shown in
Fig. 3. The communication between a computer and the optical system will be carried
out with the help of the spatial light modulator (SLM) and charge-coupled device
(CCD). For decryption, the encrypted image or encrypted audio file is first multiplied
with the key P! and then with the conjugate of RPM3, after that it is transferred from
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Fig. 3. Optoelectronic setup for the decryption process.

the computer to the setup as shown in the diagram. Then, it is subjected to Fresnel trans-
form. The next steps include the multiplication with the conjugate of RPM2 and the
application of beam splitter to carry out the reverse random modulus decomposition.
In the final steps, the image passes through the Fresnel transform domain again. The de-
crypted image is then captured with the help of CCD and stored in the system.

3. Results and discussion
3.1. Validation results and key sensitivity analysis

The proposed encryption scheme is implemented on a wave file of size 65536 x 1 and
an input image of size 512 x 512 pixels. Figure 4(a—c) show the input audio signal,
corresponding sound map and input Boat image, respectively. After applying the en-

Fig. 4. Scheme validation results: (a—c) shows the input audio signal, corresponding sound map and input
Boat image, (d—e) encrypted sound map and encrypted Boat image, (f-h) decrypted audio signal, decrypt-
ed sound map and decrypted Boat image, (i—j) shows the keys respectively.
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i

Fig. 4. Continued.

cryption algorithm, we obtained the encrypted sound map and encrypted image in
Fig. 4(d—e). Figure 4(f-h) show the decrypted audio signal, decrypted sound map and
decrypted Boat image, respectively. Figure 4(i—j) give the keys P,(u, v) and P!, re-
spectively. The quality of the retrieved images and the audio signal have validated the
proposed encryption scheme. The order in which keys are multiplied with the images
matters as all matrices do not follow the commutative property. Thus, the order of multi-
plication of P~! with the image should be correct in order to get the desired output.

3.2. Key sensitivity analysis

The key sensitivity of an algorithm determines its strength. Higher the sensitivity dis-
played by an algorithm for a small change in the key, the more secure it is against var-
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ious attacks. In a secure cryptosystem, a small variation in parameter values yields
major deviations from the correct results. So, to test the key sensitivity, we have ob-
tained results with some incorrect parameters of Fresnel transform and incorrect keys,

i i

Fig. 5. Decryption results with the wrong values of (a—e) P,(u, v), P~!, 4, z, and z,, respectively for sound
map, (f-j) wrong values of P(u, v), P!, 1, z, and z,, respectively for Audio file, (k-0) wrong values of
P,(u, v), P7\, 2, z; and z,, respectively for Boat image.
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Fig. 5. Continued.

P,(u, v)and P! The correct values of the Fresnel parameter are 1 = 600 nm, z; = 20 cm,
z, = 30 cm. The incorrect values of these parameters taken for analysis are 4 = 610 nm,
z; =25 cm, z, = 25 cm. Figure 5(a—e) shows the decrypted audio image or sound map
with the wrong values of P,(u, v), P~', A, z, and z,, respectively. Figure 5(f-j) shows
the output results for an audio signal with incorrect values of P,(u, v), P~!, 1, z, and z,,
respectively. Figure 5(k—o0) shows the output results for Boat image with incorrect val-
ues of P(u, v), P2, z, and z,, respectively. It can be easily seen that both the keys
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Fig. 6. Plots of MSE versus Fresnel transform parameters z, (a) and 4 (b).
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and the Fresnel parameters should be correct to retrieve the original image or audio
file. Thus, the proposed enciphering scheme is sensitive to the decryption keys. The sen-
sitivity is further displayed in Fig. 6(a—b), which shows the plots of MSE versus
Fresnel parameters.

3.3. Statistical and robustness analysis

In order to statistically analyse the performance of the given algorithm, correlation co-
efficient (CC) [35], mean-squared-error (MSE) and peak signal-to-noise ratio (PSNR)
[36] have been calculated between the input and the corresponding output images. En-
tropy is calculated for the encrypted image to check the randomness. The results ob-
tained show that the encryption scheme is secure and efficient for audio and image
encryption. Mathematical expressions for these statistical parameters are as follows:

cov(E, E))
C=——" %)
o(E)a(E))
B 1 M N 5
MSE = ——— > |E(x, ) — Ey(x, )| (10)
x=1y=1
PSNR = 1010 2557 (11)
£10°MSE
For source m,
26 1
Entropy = ZP(ml) Ingm (12)
!

=1

where cov denotes covariance, o is the standard deviation, £ and E; represent input
and retrieved images of size M x N, respectively. P(m;) denotes the probability of m;.
The values of CC, MSE, PSNR and entropy for both audio signal and Boat image are
shown in Table 1. These values depict the strength of the cryptosystem. In addition to
these metrics, Figs. 7 and 8 show histograms and 3D plots, respectively, of the input,
encrypted and output audio and images. Uniform distribution as seen in histograms
and 3D plots of the encrypted image and encrypted sound map indicates that the en-
cryption is carried out efficiently. On the other hand, histograms and 3D plots of the

Table 1. Values of CC, MSE, PSNR and entropy.

Statistical parameter Audio signal/sound map Image Boat
Correlation coefficient 1 1

Mean squared error 1.5414 x 10728 2.3885 x 107!
Peak signal-to-noise ratio 278.1208 206.2188

Entropy of encrypted file 4.6373 7.9979
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Fig. 7. Histograms of (a—c) input, encrypted and decrypted sound map and (d—e) input, encrypted and de-
crypted Boat image respectively.

decrypted files show that the original image and the sound map are faithfully recovered
as they resemble completely with the histograms and 3D plots of the corresponding
input files.

3.4. Classical attack analysis

The security of a cryptosystem is determined by its resistance against four basic attacks,
which are ciphertext only attack, known plaintext attack, chosen plaintext attack, cho-
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Fig. 8. 3-D plots of (a—c) input, encrypted and decrypted sound map and (d—e) input, encrypted and de-
crypted Boat image respectively.

sen ciphertext attack. Among these, chosen plaintext attack is the most powerful one.
Ifa cryptosystem is secure against this attack, it is secure against the other three attacks
also. The proposed scheme has six keys, one from random decomposition (RD), one
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from QR decomposition and four from two Fresnel transforms implemented in the pro-
posed algorithm. The scheme is highly sensitive to all these parameters. If a small
change is made in these parameters, the results would be completely different. Also,
QR and random decomposition (RD) of a different image would be different, and thus
the key would not be the same. So, the proposed scheme is secure enough against cho-
sen plaintext attack and hence against other classical attacks, too.

3.5. Noise attack analysis

An encryption scheme must be resistant to different noises, which may alter the data
during transmission or recording. To check the resistance of the proposed algorithm
against noise, Gaussian noise G with mean value zero, standard deviation 1 and
strength « is added to the encrypted data E.

E'=E+aG (13)

The values of a are taken to be different for the audio file and Boat image because, in
the image, pixel values range from 0 to 255, and the values for the audio vector vary
from —0.7522 to 0.8195. The decrypted audio file and sound map corresponding to
a=0.1,0.2 and 0.25, respectively, are shown in Fig. 9(a—c, d—f). Similarly, for a = 25,

Fig. 9. (a—f) Noise results with intensities a = 0.1, 0.2, 0.25 for sound map and audio file, respectively
(g—i) decrypted Boat image with noise intensities a = 25, 50, 75, respectively.
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Fig. 10. Plots of CC, MSE and PSNR against noise intensity. (a) CC versus noise curve for audio, (b) MSE
versus noise curve for audio, (¢) PSNR versus noise curve for audio, (d) CC versus noise curve for image,
(e) MSE versus noise curve for image, (f) PSNR versus noise curve for image.

50 and 75, the decrypted Boat image is given in Fig. 9(g—i). As can be seen, the images
recovered after a noise attack can easily be identified. Figure 10 shows the plots of
CC, MSE, and PSNR against noise intensity, and it indicates that the proposed scheme

1s resistant to additive noise attacks.
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3.6. Quantitative comparison analysis

The proposed scheme is quantitatively compared with various recent schemes in terms
of entropy, execution time and key space. Table 2 gives the key space, time execution
and entropy of ciphertext of various schemes. As can be seen from Table 2, the pro-
posed scheme has the least execution time of 1.615843 seconds with a key space of 3
RPM and six keys. The ciphertext entropy value is 7.9979, which indicates the ran-
domness in the encrypted image. All these parameters demonstrate the strength and
quality of the proposed encryption scheme.

Table 2. Quantitative comparison analysis of the present scheme against 3D Lorenz chaotic system
and DRPE based scheme [24], Lorenz-chaos and exclusive-OR based scheme [25], iterative fractional
Fourier transform and chaos-based scheme [37], 3D-biomatrix and chaotic map with Markov properties
based scheme [26], and hyperchaotic and RD based scheme [20] with Lena as the input image.

Parameters 3D Lorenz ~ Lorenz Iterative 3D-bioma-  Hypercha- Present
chaotic sys- -chaosand  fractional trix and cha- otic and RD scheme
tem and exclusive-OR Fourier otic map based
DRPE based based transform with Markov scheme [20]
scheme [24] scheme [25] and chaos properties

-based based
scheme [37] scheme [26]

Elementin RPM+9 6 6 RPM+20  RPM+6

key space

Entropy

of the
7.452 7.750 7.530 7.991 7.981 7.9979

encrypted

image

Execution 5 05535 3.8371s - - 1.447 s 1.615843 s

time

4. Conclusions

A secure audio and image encryption scheme using random and QR decomposition in
the Fresnel transform domain has been proposed. The Fresnel transform parameters
and the keys obtained from RD and QR decomposition form the key space. Validation
of the scheme is carried out on actual audio files and standard test images, along with
its sensitivity by disturbing the parameters and the decryption keys. It has been ob-
served that a single wrong parameter gives ambiguous results. Furthermore, 3D graphs,
histograms and statistical measures show the efficacy of the algorithm. Noise and other
attacks analysis establish the strength of the scheme. A quantitative comparison anal-
ysis of the present scheme against various recent encryption schemes has been done
to bring out its advantages. Thus, this work demonstrates that we can encrypt an audio
file efficiently using image encryption methods. Additionally, it also opens a field for
researchers to work on audio files using image encryption schemes.
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