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In this paper, an asymmetric cryptosystem based on random decomposition is proposed. The sug-
gested scheme used three different decryption keys to get decrypted image, two of which are gen-
erated using phase truncation and one through random decomposition. The combination of these
keys and fractional Fourier transform parameter increase the security of cryptosystem against var-
ious attacks. MATLAB simulations are used to validate the scheme’s conclusions. The effective-
ness of a scheme is validated by the key sensitivity performance of the cryptosystem. This research
also includes a 3D plot for both grayscale and binary images. Correlation coefficient (CC) values
between the original and recovered images is also calculated to validate the cryptosystem.
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1. Introduction

With the arrival of the 21st century, the majority of human population require daily
internet access. Due to this, security is a major concern for military reports, internet
banking information, and personal passwords. For this reason, it is vital to develop
a strong encryption algorithms which are fast and secure from unauthorized attacks.
There are numerous encryption methods are available but due to the intricacy of these
methods, optical encryption methods came into existence. Optoelectronic-based opti-
cal cryptosystems decrypt images with a high degree of accuracy and at a faster rate.
Due to parallel processing and its high-speed encryption, the field of optical encryption
is expanding at a rapid rate. REFREGIER and JAVIDI [1] present the double random phase
encoding (DRPE) approach for encrypting images. DRPE is executed using the 4f  sys-
tem and two RPMs. RPM1 used in image encryption lies in the spatial domain, while
the second RPM operates in the frequency domain. DRPE is applied both optically and
digitally, and due to its wide range of applications in areas such as information con-
cealment, watermarking, and encryption algorithms, it has been enhanced with additional
transforms such as Fresnel transform [2,3], fractional Fourier transform [4], fractional
Mellin transform [5], Hartley transform [6]. The aforementioned cryptosystems are
based on symmetric key cryptosystems, in which encryption and decryption keys are
identical. By knowing the vulnerability of symmetric DRPE to KPA [7], CPA [8]
and CCA [9], QIN and PEN [10] presented the concept of asymmetric DRPE. In optical
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cryptosystems based on asymmetric DRPE, the encryption and decryption keys are not
identical. In asymmetric scheme with the knowledge of only encryption key, it is chal-
lenging to retrieve the image. Therefore, other asymmetric schemes [11-26] were also
proposed. The issue of optical axis alignment affects the traditional DRPE method. In
certain experiments, a structured phase mask [27-31] has been utilized in place of
RPM to address the issue of axis alignment and to increase the key space for better
security.

In optical cryptosystem, WANG et al. [32] proposed the cryptosytem based on ran-
dom decomposition which has an edge over equal modulus decomposition (EMD) due
to EMD’s susceptibility to attacks. In RD-based cryptosystems, masks are not in equal
modulus, which prevents the transmission of private key information. By understand-
ing the significance of RD, afterwards numerous cryptosystems based on RD [33-35]
are performed. In the presented work, we have proposed an asymmetric cryptosystem
using random decomposition in Fourier and fractional Fourier transforms. The paper is
divided into four subsections naming theoretical background, proposed cryptosystem,
simulation results and conclusion. 

2. Theoretical background 

2.1. Fractional Fourier transform 

Consider a function f (x), then the fractional Fourier transform (FrFT) of f (x) with re-
spect to order α of the FrFT [4,15] can be calculated as 

(1)

(2)

where Kα (x, u ) is the kernel of the FrFT, sgn represent signum function and φ = απ/2
denote the angle corresponding to fractional Fourier order α. Simply replacing the
negative fractional angle (–α) with a positive one (α) allows us to calculate the inverse
of FrFT. 

2.2. Random decomposition

In RD [32-35] a complex valued function f ( μ, γ) can be decomposed into two complex
functions f1( μ, γ) and f2( μ, γ) such that 
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where, a1( μ, γ) = 2π rand( μ, γ), b1( μ, γ) = 2π rand( μ, γ), U1 = abs( f ( μ, γ)) and φ1 =
= angle( f ( μ, γ)).

In this cryptosystem, we used first complex function of RD as a private key. 

3. Proposed cryptosystem

Flowchart for the enciphering of image for the proposed cryptosystem is presented in
Fig. 1(a). In the presented scheme, the input image I (x, y) is first bonded with RPM1
then FrFT of the order (p, q) is applied. Random decomposition operation is performed
on resultant image which divides the image into two-parts P1 and P2. Obtained value
of P1 represents the first key of the cryptosystem say Key1. The phase-truncated (PT)
part of P2 provide the intermediate image G (u, v) while amplitude-truncated (AT) pre-
serves as Key2 of the cryptosystem. 

(5)

(6)

(7)

The intermediate image is multiplied by RPM2 in the frequency domain. Then
obtained complex image is subjected to FFT, and PT part of resultant image give the
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Fig. 1. Flow chart of (a) encryption process, and (b) decryption process.
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encrypted result and AT part behaves as the third key of the scheme (Key3). Mathe-
matically, the enciphering process can be represented as follows:

(8)

(9)

For the decryption of image, we follow the steps which are mentioned in the flow
chart of  Fig. 1(b). The encrypted image is first multiplied by Key3 and after that in-
verse Fourier transform (IFFT) is applied on it. By performing PT on obtained result,
we get the intermediate image. 

(10)

The intermediate image is first multiplied by Key2 followed by PT operation to
obtain P2 then Key1 is added to it. Finally, the decrypted image is obtained by per-
forming FrFT with order (–p, –q). The results for the above cryptosystem for the gray-
scale and binary images are shown in Fig. 2. 
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Fig. 2. (a) Binary original image; (b) binary encrypted image; (c) binary decrypted image; (d) Lena image;
(e) Lena encrypted image; (f) Lena recovered image. 
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Mathematical expression for decryption is given by 

(11)

(12)

4. Simulation results

For validating our proposed scheme, we used binary and Lena image of size 256×256 pixel.
The FrFT orders that are used in this scheme are p = 0.35 and q = 0.6. To check the
reliability of proposed cryptosystem MSE and PSNR have been evaluated.

(13)

(14)

where u × v are the numbers of pixel of images while Io(x, y) and Id(x, y) represents the
encrypted and decrypted image, respectively. For our scheme, the value of PSNR for
Lena image is 216.12 dB and for binary is 228.79 dB which reflects the good quality
of recover image, and calculated values of MSE between the original image and re-
constructed image are 1.33×10–22 and 1.31×10–23, respectively. The plot of MSE and
CC with fractional order are depicted in Fig. 3.
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Fig. 3. (a) CC vs. fractional order plot; (b) MSE vs. fractional order plot.
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Correlation coefficient (CC) between the input image and the deciphered image is
evaluated using the following formula:

(15)

where, 

and N represents the number of pair of (xi , yi) and xi , yi  are the values for the two ad-
jacent pixels.

The ideal value of CC between encrypted and decrypted image is 1. In our proposed
cryptosystem, the values of CC for both images are 1. For a strong cryptosystem, the
CC between two adjacent pixel of cipher image pixel should be less than the plain text
image.

The 16000 random pixels are used for the simulation results of CC in the horizontal,
vertical, and diagonal directions.Their values are displayed in Table 1. The simulation
results demonstrate that the CC value of the original image is greater than that of the
encrypted image in every direction. Figure 4 shows the plots of the original and cipher
images, which can be used to study the idea of CC graphically. From CC plot, it is clear
that the CC of an encrypted image is correlated in all directions. This demonstrates
that the proposed scheme is resistant to attacks.

4.1. Key sensitivity analysis

Key sensitivity analysis of the above mentioned cryptosystem is tested to validate its
robustness. In this analysis it is found that the decryption of Lena image is only possible
with the use of all keys. This means that if one skips any key in the scheme then it is
impossible to get the information of the image. The results of decrypted image without
Key1, without Key2, and without Key3 and using wrong FrFT order q = 0.5 are shown
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T a b l e 1. Correlation coefficient (CC) results for both the images. 

Algorithm Image
Correlation coefficient value 

Diagonal Vertical Horizontal

Proposed cryptosystem Gray image (original) 0.9354 0.9779 0.9525

Proposed cryptosystem Binary image (original) 0.8914 0.9197 0.9290

Proposed cryptosystem Gray image (encrypted) –0.3598 0.0020 –0.2338

Proposed cryptosystem Binary image (encrypted) –0.5912 –0.1784 –0.5469
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Fig. 4. CC plot (a,b) diagonal plot of original Lena and OPT image; (c,e,g) encrypted Lena image CC plot
in diagonal, horizontal and in vertical directions; (d, f,h) binary ciphered image CC plot in diagonal, hori-
zontal and in vertical directions.

(a) (b)

(c) (d)

(e) (f )

(g) (h)
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in Fig. 5. By visualising the decrypted result shown in the figure, it is evident that the
scheme is extremely sensitive to the keys. Therefore, the scheme is more resilient.

4.2. 3D plot analysis 

3D of an image represents the pixel spreading. For a good cryptosystem, the surface plot
of the original and decrypted image must resemble with each other and for encrypted
image pixels should be uniformly spread so that it is difficult for the attacker to get
information from the cipher image. Figure 6 represents the 3D plot for the Lena and
binary image.

4.3. Noise attack analysis 

When noise is introduced in the transmission of images, it can easily degrade the qual-
ity of the encrypted image. Due to this, it affects the quality of decrypted image. Hence
it is unavoidable to check the noise sensitivity for the cryptosystem. This following
relation describes how noise affects encrypted images. 

(16)

where E is noise affected image while  is encrypted image of the cryptosystem. In
Eq. (16), G represents the Gaussian noise with mean value zero and having standard
deviation equal to one. The noise strength k is set to different-different value to test
the scheme against the noise attack. Figure 7(a) represents MSE plot with noise
strength and Fig. 7(b,c) show the recovered binary images when we set the value of
k = 0.1 and k = 0.7, respectively.

(a) (b)

(c) (d)

Fig. 5. Obtained image without (a) Key1; (b) Key2; (c) Key3; (d) wrong parameter of  FrFT. 
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5. Conclusion

The asymmetric cryptosystem is implemented using FrFT as the fractional order of
FrFT enhances the security of proposed scheme. RD is also utilized with phase trun-
cation operation to enlarge the cryptosystem’s key space. Also decryption keys of this
asymmetric cryptosystem are different from public keys, they support the cryptosystem

Fig. 6. 3D plot (a) binary image; (c) binary encrypted; (e) binary decrypted; (b) Lena image; (d) Lena en-
crypted image; (f ) Lena decrypted image.

(a) (b)

(c) (d)

(e) (f )
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against various attacks. Grayscale and binary images are used to obtain the results.
MSE and PSNR values indicated that the recovered image is of high quality. Using the
key sensitivity analysis and results of correlation coefficient, we may conclude that
this cryptosystem is resistant to attacks.  
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